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1. Introduction 

The advent of the internet has irrevocably transformed 

global communication, commerce, and governance, 

dissolving geographical barriers and fostering 

unprecedented interconnectivity (Fettweis & Alamouti, 

2014). However, this digital revolution has also 

catalysed the proliferation of cybercrime, with internet 

fraud emerging as a pervasive global menace. 

Characterized by phishing, identity theft, and advance-

fee scams, internet fraud inflicts profound financial and 

reputational damage on individuals, institutions, and 

economies. The Federal Bureau of Investigation (FBI, 

2022) estimates annual global losses in the billions, 

underscoring its destabilizing impact on economic 

systems. Developing nations, particularly Nigeria, face 

acute vulnerabilities due to infrastructural deficits, 

weak cybersecurity frameworks, and socio-economic 

precarity, positioning the country as a global epicentre 

of cybercrime (Burns et al., 2004). 

In Nigeria, internet fraud – colloquially termed “Yahoo 

Yahoo”, has evolved into a socio-cultural and economic 

paradox. Ranked third globally in cybercrime 

prevalence (Premium Times, 2017), Nigeria grapples 

with a crisis exacerbated by systemic unemployment, 

poverty, and a youth demographic increasingly lured by 

the allure of illicit wealth (Yakubu, 2017). The 

phenomenon transcends mere criminality, reflecting 

deeper societal fractures: a moral ambivalence where 

fraudsters are alternately vilified as economic saboteurs 

or valorised as resourceful actors navigating systemic 

inequities (Tade & Aliyu, 2011). This duality 

complicates enforcement efforts, as cultural narratives 

glamorizing fraud, amplified by social media, erode 

collective condemnation (Alanezi, 2015). The resultant 

This study investigates public perceptions of internet fraud among residents of Delta State, Nigeria, contextualizing 

it within socio-economic, cultural, and national security frameworks. Utilizing interdisciplinary perspectives, the 

research explores how societal attitudes, structural inequities, and systemic failures sustain internet fraud, locally 

termed “Yahoo Yahoo.” The findings reveal that socio-economic hardship, cultural normalization of fraud, and 

weak enforcement mechanisms contribute significantly to the prevalence of cybercrime. Furthermore, public 

perceptions, shaped by individual and communal experiences, mediate societal responses and policy effectiveness. 

The study concludes that internet fraud poses not only economic risks but also profound socio-cultural and security 

challenges, eroding trust, societal values, and Nigeria’s global reputation. Recommendations emphasize 

strengthening cybersecurity frameworks, fostering economic empowerment, enhancing community engagement, 

and international collaboration to mitigate the menace. This holistic approach addresses the socio-technical 

ecosystem sustaining cybercrime, offering pathways for sustainable intervention. 
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erosion of trust impedes Nigeria’s digital economy and 

strains international relations, with foreign entities wary 

of transactional engagements (FBI, 2022). 

Delta State epitomizes this crisis. Situated in southern 

Nigeria, the state’s socio-economic landscape, marked 

by youth unemployment, stark inequality, and 

proximity to urban cyberhubs like Lagos, has rendered 

it a hotbed for internet fraud (Okeshola & Adeta, 2013; 

Vladimir, 2005). Middle-class youths, seduced by 

prospects of foreign currency earnings, increasingly 

engage in “Yahoo-Plus” rituals, a macabre fusion of 

cybercrime and occult practices for wealth 

accumulation (Adebayo et al., 2018). Despite 

interventions like Nigeria’s Cybercrime Act of 2015, 

enforcement remains hamstrung by corruption, 

technical incapacity, and resource constraints (Adisa, 

2023; Sule et al., 2021). The Economic and Financial 

Crimes Commission (EFCC) reports 94 arrests and 15 

convictions in Delta State between 2019–2024, yet 

public disillusionment with governance fosters 

romanticized perceptions of fraudsters, undermining 

deterrence (EFCC, 2024; Ulo, 2023). 

Existing scholarship extensively examines 

cybercrime’s drivers, including peer influence, familial 

materialism, and infrastructural access (Ulo, 2023; 

Balogun et al., 2023), alongside its macroeconomic and 

security implications (Edoghogho & Obiakor, 2024). 

However, scant empirical attention has been paid to 

how public perceptions, shaped by socio-economic 

realities, mediate the prevalence and persistence of 

internet fraud. This gap is critical, as perceptions 

influence societal tolerance, law enforcement efficacy, 

and policy resonance. Delta State’s context, where 

cybercrime intersects with ritual violence and economic 

despair, underscores the urgency of disentangling these 

perceptions to inform holistic counterstrategies. 

This study, therefore, interrogates the variegated public 

perceptions of internet fraud among Delta State 

residents, analysing their implications for cybersecurity 

policy, socio-economic development, and national 

security. By synthesizing criminological, sociological, 

and cybersecurity paradigms, it contributes to bridging 

the empirical and theoretical void in understanding how 

collective attitudes sustain or subvert cybercriminal 

ecosystems. The findings aim to recalibrate 

interventions beyond technical and legal frameworks, 

addressing the socio-cultural and perceptual 

dimensions that underpin Nigeria’s cybercrime 

quandary. 

The proliferation of internet fraud in Delta State, 

Nigeria, presents a multifaceted challenge deeply 

rooted in socio-economic, cultural, and systemic 

factors. Despite widespread public awareness, there 

exists a significant gap in understanding the broader 

social implications of internet fraud, locally known as 

"Yahoo Yahoo." High levels of unemployment, 

poverty, and socio-economic inequality drive many 

youths toward cybercriminal activities as a means of 

survival and social mobility. Moreover, cultural 

normalization and glamorization of fraudulent 

lifestyles, often amplified by social media and 

community narratives, erode collective condemnation 

and weaken societal resilience against cybercrime. Law 

enforcement efforts remain inadequate due to 

corruption, limited technical capacity, and fragmented 

institutional frameworks, leading to low conviction 

rates and diminishing public trust in justice 

mechanisms. This situation is exacerbated by the 

intersection of cybercrime with occult practices, further 

complicating prevention and intervention strategies. 

The digital environment’s inherent anonymity and lax 

cybersecurity measures provide fertile ground for 

cyberfraudsters to operate with relative impunity. The 

cascading economic, social, and reputational damages 

threaten not only individual victims but also national 

security, economic stability, and international relations. 

Addressing internet fraud in Delta State requires a 

comprehensive understanding of public perceptions and 

the socio-technical ecosystem sustaining these crimes. 

Without targeted interventions that integrate 

technological, legal, educational, and cultural 

dimensions, the menace of internet fraud will persist, 

undermining efforts toward sustainable development 

and security in the region. 

The aim of this study is to assess the public perception 

of internet fraud among residents of Delta State, 

Nigeria. The specific objectives are: 
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i. examine the the perceived causes of internet fraud 

among residents of Delta State. 

ii. assess the the socio-economic impacts of internet 

fraud on victims in Delta State 

2. Literature Review  

2.1 Conceptual Clarifications  

Cybercrime and Internet Fraud  

Cybercrime, a dynamic and evolving phenomenon, 

encapsulates illicit activities perpetrated through digital 

networks, devices, and technologies, leveraging the 

internet’s anonymity and global reach to breach legal 

and ethical boundaries (Adisa, 2023). Its fluid definition 

reflects the interplay of technological innovation, socio-

economic contexts, and legal frameworks, complicating 

efforts to establish universal categorizations. At its core, 

cybercrime involves the unlawful exploitation of 

computer systems to compromise data integrity, 

privacy, and network security, spanning acts such as 

hacking, identity theft, and financial fraud (Bernik, 

2014). Scholars emphasize its dual nature: crimes 

targeting digital infrastructure itself, such as malware 

attacks or denial-of-service disruptions, and 

conventional crimes facilitated by digital tools, 

including cyber fraud or stalking. This duality 

underscores cybercrime’s pervasive threat to 

individuals, institutions, and national security, with 

consequences ranging from financial devastation to 

infrastructural collapse (Halder & Jaishankar, 2011; 

Kshetri, 2010).   

Within this spectrum, ‘internet fraud’ emerges as a 

distinct subset, characterized by deliberate deception 

through online platforms to extract financial or personal 

gains (Albert, 2002; Brenner, 2010). Often conflated 

with broader cybercrime, internet fraud specifically 

exploits trust in digital interactions, employing tactics 

such as false solicitations, identity manipulation, and 

fabricated transactions (Moore, 2014). The FBI (2001) 

defines it as schemes utilizing websites, emails, or chat 

rooms to defraud victims, epitomized by Nigeria’s 

notorious “419” scams, advance-fee frauds predicated 

on fictitious promises of wealth (Alubo, 2011). These 

schemes, orchestrated by actors colloquially termed 

“Yahoo boys” or “G-boys,” exploit ICT advancements 

to globalize their reach, deploying spam emails and 

cloned websites to ensnare victims (Adomi & Igun, 

2008; Yang et al., 2010). The proliferation of e-

commerce and digital financial systems has further 

amplified vulnerabilities, enabling fraudsters to 

manipulate online transactions while evading detection 

(Montague, 2011; Wall & Williams, 2014).  Internet 

fraud manifests in multifaceted forms, each exploiting 

distinct psychological and technological 

vulnerabilities:   

Romance scams: Predicated on emotional 

manipulation, perpetrators feign romantic or 

compassionate intent to extract money or personal data, 

exploiting victims’ trust through prolonged deceptive 

relationships (Whitty & Buchanan, 2012; Eze-Michael, 

2021). 

Phishing: A form of identity theft involving spoofed 

emails or websites that mimic legitimate institutions to 

harvest sensitive financial information, often through 

fabricated urgency or authority (Anti-Phishing 

Working Group, 2004).   

Advance-fee fraud: Victims are lured into paying 

upfront costs for non-existent rewards, such as lottery 

winnings or inheritances, with Nigeria’s “419” scams 

epitomizing this model (IC3, 2013; Alanezi, 2016).  

Auction and overpayment fraud: Sellers on online 

platforms are targeted with counterfeit payments or 

inflated cheques, coerced into refunding “excess” funds 

before fraudulent transactions are uncovered (Eze-

Michael, 2021).  

Ponzi schemes: Digitally repackaged pyramid schemes 

promising high returns to early investors, collapsing 

once recruitment stalls, often camouflaged as legitimate 

network marketing ventures (Ojolo, 2017; Drew & 

Moore, 2014).   

These typologies illustrate the adaptive strategies of 

fraudsters, who capitalize on socio-technical gaps such 

as the anonymity of digital interactions and the global 

disparity in cybersecurity infrastructure to perpetuate 

their schemes (Kshetri, 2010). The socio-economic 

context of regions like Delta State, Nigeria, further 

complicates mitigation efforts, where high 

unemployment and digital inequality foster 
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environments ripe for cybercriminal recruitment 

(Okeshola & Adeta, 2013; Ulo, 2023). Conceptually, 

internet fraud transcends mere criminality; it embodies 

a symbiotic relationship between technological 

advancement and socio-economic precarity. As 

Odumesi (2014) argues, its persistence reflects systemic 

failures – legal, educational, and economic that enable 

the normalization of cybercrime in marginalized 

communities. This conceptual framework underscores 

the imperative for holistic counterstrategies that address 

not only technical vulnerabilities but also the socio-

cultural and perceptual drivers sustaining internet 

fraud’s proliferation. 

Prevalence and Drivers of Internet Fraud in Nigeria  

The proliferation of internet fraud in Nigeria represents 

a complex interplay of historical, socio-economic, and 

cultural factors, reflecting both local realities and global 

cybercrime dynamics. Scholarly discourse on its origins 

remains contested, with debates centring on whether its 

emergence is rooted in the economic policies of the 

Shehu Shagari administration (1979–1983) or the 

subsequent military regimes that institutionalized 

systemic corruption (Eze-Michael, 2021; Adisa, 2023). 

What is unequivocal, however, is the evolution of 

Nigeria’s cybercrime landscape from localized postal 

scams such as the 19th century “Spanish prisoner” cons 

to the transnational digital fraud networks epitomized 

by the “419” advance-fee scams (Tade, 2013; Button & 

Cross, 2017). Named after Section 419 of Nigeria’s 

Criminal Code, which criminalizes obtaining property 

under false pretences, these scams gained notoriety in 

the late 20th century through letters purportedly from 

government officials soliciting help to transfer phantom 

funds (Adomi & Igun, 2008). The advent of the internet 

catalysed their transformation into a global enterprise, 

with Nigerian actors, often young males termed 

“yahoo-yahoo boys,” leveraging platforms like Yahoo 

Mail to defraud victims (Adeniran, 2008; Doppelmayr, 

2013).   

The socio-economic fabric of Nigeria has been a critical 

enabler of this cybercrime epidemic. With youth 

unemployment rates exceeding 50% and over 70% of 

the population living below the poverty line, internet 

fraud has emerged as a survival strategy for many 

(NBS, 2022; Oshewolo, 2010 as cited in Madukasi, 

2023). The allure of quick wealth in a society grappling 

with economic inequality and materialism has 

normalized cybercriminality, particularly among 

disillusioned youths who perceive fraud as a form of 

retribution against historical colonial exploitation 

(Doppelmayr, 2013; Tade & Aliyu, 2011). This 

rationalization is compounded by peer influence and 

societal glorification of ostentatious wealth, where 

fraudsters are venerated as “successful entrepreneurs” 

rather than criminals (Ojolo, 2017). Such cultural 

ambivalence fosters a vicious cycle: the visibility of 

fraudsters’ lavish lifestyles incentivizes emulation, 

further entrenching cybercrime as a viable livelihood 

(Tade, 2013).   

Technological factors, particularly the anonymity 

afforded by the internet termed the “Triple A Engine” 

(access, affordability, anonymity), have further 

facilitated the rise of cybercrime (Cooper, 2002). The 

proliferation of ICTs and lax cybersecurity frameworks 

enable fraudsters to operate with impunity, deploying 

tactics ranging from phishing and website cloning to 

“yahoo-yahoo plus,” a sinister blend of cyber fraud and 

occult practices aimed at psychologically manipulating 

victims (Adomi & Igun, 2008; Eze-Michael, 2021). 

Nigeria’s weak law enforcement infrastructure, riddled 

with corruption and bureaucratic inefficiencies, 

exacerbates the challenge. Perpetrators often evade 

prosecution through bribery or exploit jurisdictional 

complexities in transnational cases, undermining 

deterrence efforts (Tade & Aliyu, 2011).   

The economic repercussions are staggering: Nigeria 

lost approximately $649 million to cybercrime in 2017, 

escalating to $800 million by 2018, with projections 

suggesting a potential $6 trillion global impact by 2030 

(Adepetun, 2018; Adeniyi, 2021). Beyond financial 

losses, the country’s reputation as a “financial terrorist 

nation” has deterred foreign investment and strained 

international relations (Adisa, 2023). Yet, the drivers of 

internet fraud extend beyond economics. The 

psychological detachment enabled by digital 

interactions, where perpetrators perceive victims as 

abstract entities rather than individuals, fosters moral 

disengagement (Roberts, 2008; Nhan et al., 2009). This 
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detachment, coupled with a lack of public awareness 

about cybercrime’s ramifications, perpetuates its 

prevalence.   

In synthesizing these perspectives, it becomes evident 

that Nigeria’s internet fraud crisis is not merely a law 

enforcement failure but a symptom of deeper structural 

inequities. Scholars argue that systemic corruption, 

historical grievances, and a youth demographic 

marginalized by economic stagnation create a fertile 

ground for cybercriminal networks (Olayemi, 2014; 

Ojolo, 2017). While existing studies elucidate the socio-

technical dynamics of fraud, gaps persist in 

understanding how localized cultural narratives and 

global cybercrime economies intersect to sustain these 

activities. This lacuna underscores the need for 

interdisciplinary research that bridges criminological, 

sociological, and technological paradigms to inform 

holistic counterstrategies. 

Cybercrime as a National Security Issue 

Cybercrime represents an evolving and pervasive threat 

to national security, emerging as a critical concern in an 

increasingly interconnected and digitized world. It 

encompasses a wide range of malicious activities, 

including data breaches, financial exploitation, and 

assaults on critical infrastructure, all of which 

jeopardize national stability and security (Adisa, 2023). 

This discourse explores the multifaceted implications of 

cybercrime, emphasizing its intersection with national 

security, and provides a scholarly interrogation of the 

concept of cybersecurity as a countermeasure. At its 

core, national security involves safeguarding a nation’s 

economic, political, and social interests from both 

internal and external threats. Cybercrime challenges 

this mandate by exploiting vulnerabilities in critical 

infrastructure, such as power grids, financial systems, 

and communication networks, often through 

sophisticated and anonymous tactics (Yusuf, 2014). 

These vulnerabilities underscore the interdependence of 

cybersecurity and national resilience. As Maglaras and 

Janicke (2022) note, the potential disruption caused by 

attacks on essential systems demonstrates how cyber 

threats can cascade into broader economic and political 

instability. 

Moreover, cybercrime has extended its impact beyond 

conventional criminal activity, encompassing actors 

ranging from lone hackers to organized criminal 

syndicates, militant groups, and even nation-states 

(Yusuf, 2014). The implications of such diverse actors 

have broadened the scope of national security to include 

digital domains, where threats manifest not only in 

terms of immediate harm but also as long-term strategic 

risks. For example, cybercriminals often leverage stolen 

data for financial gain through extortion or the sale of 

sensitive information on black markets, further 

exacerbating the security risks to governments and 

organizations (Handler & Rowley, 2022). The growing 

digitalization of government and business operations 

has significantly heightened the risks posed by 

cybercrime. Data breaches compromise sensitive 

information, undermining governmental functions and 

exposing institutions to exploitation (Grabosky, 2015). 

Distributed denial-of-service (DDoS) attacks, which 

disrupt access to essential systems by overwhelming 

them with traffic, exemplify the operational 

vulnerabilities created by inadequate cybersecurity 

measures (Grabosky, 2015). These risks necessitate a 

comprehensive approach to national security that 

integrates robust cybersecurity frameworks. 

Conceptual Foundations of Cybersecurity 

Cybersecurity, as both a concept and a practice, has 

garnered increasing attention in academic and policy 

circles. However, its definition remains elusive, 

reflecting the inherent complexity and interdisciplinary 

nature of the field (Deibert, 2013). The term 

“cybersecurity” merges two distinct yet interconnected 

concepts: “cyber,” referring to the virtual environments 

of electronic communication networks and information 

systems, and “security,” a broader construct involving 

freedom from harm or danger (Craigen et al., 2014). 

Together, these elements capture the dual objectives of 

safeguarding digital infrastructure and ensuring the 

integrity, confidentiality, and availability of systems 

and data (Reddy & Reddy, 2014). Scholars have offered 

varied interpretations of cybersecurity, emphasizing its 

technical and non-technical dimensions. Canongia and 

Mandarino (2014) describe it as the art of ensuring the 

continuity of the information society by protecting 
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critical assets in cyberspace. Similarly, Public Safety 

Canada (2014) defines it as a dynamic ecosystem 

encompassing technologies, policies, and practices 

designed to defend networks and data from 

unauthorized access or damage. While these definitions 

provide technical clarity, they often overlook the 

human, legal, and ethical aspects that shape 

cybersecurity in practice (Deibert & Rohozinski, 2010). 

Fredrick Chang (2012) critiques the technical-centric 

approach to cybersecurity, advocating for an 

interdisciplinary perspective that incorporates insights 

from fields such as sociology, law, and international 

relations. His assertion that cybersecurity is 

fundamentally about "adversarial engagement" 

between humans and machines underscores the need for 

a broader analytical lens. This perspective is echoed by 

Craigen et al. (2014), who define cybersecurity as a 

collection of resources, processes, and structures aimed 

at protecting cyberspace and its associated systems 

from events misaligned with property rights, both actual 

and perceived. Their inclusion of legal and ethical 

dimensions highlights the broader societal implications 

of cybersecurity, extending its relevance beyond the 

technical domain. The dynamic and multilevel nature of 

cyberspace, as described by Public Safety Canada 

(2010), further complicates efforts to define 

cybersecurity. Cyberspace is not a static entity but an 

evolving ecosystem shaped by the interactions of 

infrastructure, software, regulations, and human 

behaviour (Deibert & Rohozinski, 2010). This fluidity 

necessitates adaptive cybersecurity strategies that 

address emerging threats while maintaining the core 

principles of integrity, confidentiality, and availability 

(Abomhara & Koien, 2015). 

Cybersecurity as a National Imperative 

The intersection of cybersecurity and national security 

underscores the critical role of comprehensive and 

adaptive strategies in safeguarding digital 

infrastructure. Effective cybersecurity measures reduce 

vulnerabilities in information and communication 

technology (ICT) systems, fostering resilience against 

both intentional and accidental disruptions (Makeri, 

2017). However, achieving this goal requires 

collaboration across public, private, and international 

sectors, emphasizing the need for a unified and 

coordinated approach to cybersecurity (Makeri, 2017). 

Cavelty (2010) highlights the importance of 

understanding cybersecurity through the subjective 

interpretations of key actors, including governments, 

organizations, and individuals. This perspective aligns 

with Buzan et al.’s (2014) call for context-specific 

definitions of security that address the diverse threats 

and referent objects in cyberspace. Such an approach 

enables policymakers and practitioners to develop 

tailored solutions that account for the unique challenges 

posed by cybercrime. 

The objectives of cybersecurity extend beyond 

immediate threat mitigation to include the promotion of 

a culture of security among stakeholders. This involves 

fostering awareness of cyber risks, implementing best 

practices, and investing in research and innovation to 

anticipate future threats (Abomhara & Koien, 2015). As 

the digital landscape continues to evolve, the ability to 

adapt and innovate will be central to maintaining 

national security in the face of emerging cyber threats. 

In conclusion, cybercrime and cybersecurity represent 

two sides of a complex and dynamic interplay that 

shapes contemporary national security discourse. 

Cybercrime exploits vulnerabilities in digital systems to 

disrupt and destabilize nations, while cybersecurity 

seeks to mitigate these risks through technical, 

organizational, and interdisciplinary solutions. The 

evolving nature of cyberspace and its associated threats 

underscores the need for adaptive, context-specific 

approaches to cybersecurity, rooted in collaboration and 

a holistic understanding of security. 

Perception 

Perception, a foundational concept in cognitive science, 

philosophy, and psychology, represents the intricate 

process by which individuals become aware of and 

interpret sensory information. It is rooted in the Latin 

terms perceptio and percipio, denoting the act of 

receiving or apprehending (Amodu, 2006). This 

conceptual breadth reflects the multifaceted nature of 

perception, a process that mediates the interface 

between external stimuli and internal cognition, 

shaping human interaction with the environment. From 

a definitional standpoint, perception encompasses a 
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spectrum of interpretations. Lindgren (1977) 

characterizes it as a mediating process that arises from 

sensation, while Morgan (1961) emphasizes its 

discriminatory function and capacity to interpret 

meanings. Huffman et al. (2000) extend this 

understanding by framing perception as a dynamic 

activity of selecting, organizing, and interpreting 

sensory data, resulting in a coherent mental 

representation of reality. Worchel and Shebilske (1989) 

reinforce this view, stressing the transformation of 

sensory inputs into meaningful information that 

influences human behaviour and decision-making.  

A critical examination of perception reveals its 

subjective essence. Although sensory stimuli may be 

universally experienced, individual interpretations 

diverge significantly, influenced by cognitive 

frameworks, past experiences, and emotional states 

(Lindsay & Norman, 1972). This subjectivity 

underscores perception’s complexity, as Warlito (2004) 

asserts, pointing to its integration of external stimuli and 

internal cognitive processes. By shaping how 

individuals think, feel, and recall experiences, 

perception emerges as a personalized, dynamic process 

of environmental interpretation. The process of 

perception is structured into three interrelated stages: 

selection, organization, and interpretation (Qiong, 

2017). Each stage plays a crucial role in transforming 

sensory inputs into coherent and meaningful 

experiences. 

Selection Stage: The initial stage of perception 

involves filtering and prioritizing sensory information 

from the environment. Individuals are inundated with 

stimuli, yet cognitive overload is avoided through 

selective attention to elements deemed relevant (Qiong, 

2017). This filtering process reflects Singer’s (1987) 

assertion that perception does not represent the world as 

it objectively exists, but as it is accessed through 

sensory receptors. Bruner (1958) adds that selective 

attention aligns with immediate goals, underscoring the 

functional aspects of perceptual selection in managing 

environmental complexity. 

Organization Stage: Once stimuli are selected, they 

are organized into structured patterns to create 

coherence. Categorization based on shared attributes 

such as shape, texture, or size facilitates this stage 

(Qiong, 2017). This organization imparts stability to 

sensory experiences, enabling individuals to build a 

durable framework for future encounters. As Cantor et 

al. (1982) explain, the organization of stimuli helps 

structure general knowledge about the social world, 

enhancing the stability and durability of perception. 

Interpretation Stage: The final stage involves the 

assignment of meaning to organized stimuli. 

Interpretation is informed by an individual's cultural, 

social, and emotional background, as well as past 

experiences (Qiong, 2017). This diversity in 

interpretive frameworks can result in markedly 

different perceptions of the same stimuli. Samovar et al. 

(2000) illustrate this with the example of a police 

officer’s presence, which might evoke relief for some 

and apprehension for others, highlighting how personal 

and contextual factors influence perceptual 

interpretation. 

Factors Influencing Perception 

Perception is profoundly influenced by six key factors: 

stereotype, selectivity, self-concept, situation, need, and 

emotion (Gibson et al., 1985). These dimensions 

illustrate how perception extends beyond sensory input 

to encompass a broader interplay of cognitive and 

emotional factors. 

Stereotype: Stereotypes function as cognitive 

shortcuts, generalizing attributes from a subset of 

individuals to an entire group. While they facilitate 

quick judgments, they often lead to biased or inaccurate 

perceptions (Gibson et al., 1985). This highlights the 

tension between efficiency and accuracy in perceptual 

processes. 

Selectivity: Selectivity underscores the role of personal 

interests and preferences in shaping perception. 

Individuals tend to focus on information aligned with 

their goals or to avoid discomfort, illustrating how 

perception is tailored to individual priorities (Gibson et 

al., 1985). 

Self-Concept: The way individuals view themselves 

plays a pivotal role in perception, serving as a lens 

through which external stimuli are interpreted. This 
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dynamic reflects how self-perception influences 

interpersonal understanding and shapes perceptions of 

others (Gibson et al., 1985). 

Situation: Contextual factors, such as environment and 

circumstances, also play a critical role in shaping 

perception. The situational context often frames how 

stimuli are interpreted, emphasizing the adaptability of 

perception to external conditions (Gibson et al., 1985). 

Need and Emotion: Human needs and emotional states 

significantly influence perception. A strong desire for a 

particular outcome predisposes individuals to focus on 

stimuli that align with their needs, while emotions can 

either enhance or distort perception. For instance, 

happiness may lead to positive interpretations, while 

anger or sadness may yield negative perceptions of the 

same stimuli (Gibson et al., 1985). 

The academic discourse surrounding perception 

underscores its dynamic and multifaceted nature. 

Lindsay and Norman’s (1972) emphasis on the 

interpretive dimensions of perception aligns with 

Qiong’s (2017) assertion of its subjectivity. This 

interplay between objective stimuli and subjective 

interpretation is pivotal to understanding human 

interaction with the world. Moreover, the integration of 

cognitive and emotional elements, as highlighted by 

Warlito (2004) and Gibson et al. (1985), reflects the 

interdisciplinary nature of perceptual studies. The 

influence of factors such as self-concept, stereotype, 

and emotion illustrate the complex interplay between 

individual psychology and environmental stimuli, 

revealing the layered intricacies of perception. In 

conclusion, perception is a dynamic process that 

transcends mere sensory reception to include cognitive, 

emotional, and contextual factors. Its stages of 

selection, organization, and interpretation underscore 

the complexity of transforming raw stimuli into 

meaningful experiences. The factors influencing 

perception highlight the interplay of individual 

differences and situational contexts, offering a nuanced 

understanding of how people perceive the world around 

them. This intricate web of processes and influences 

makes perception an enduring subject of scholarly 

exploration, with profound implications for 

understanding human cognition and behaviour. 

2.2 Empirical Literature Review  

The assessment of public perception of internet fraud, 

particularly in Delta State, Nigeria, requires an 

exploration of its underlying causes, socio-economic 

implications, and broader societal dynamics. A critical 

synthesis of empirical studies offers profound insights 

into how this phenomenon is shaped and perceived, 

anchoring the discourse in robust theoretical and 

methodological foundations. Eke’s (2024) study on 

internet fraud awareness among Nigerian youths 

provides a foundational perspective. The research 

revealed high levels of awareness, with 100% of 

participants exposed to information on internet fraud. 

Despite this, significant gaps exist between awareness 

and understanding, as 37% of respondents displayed 

very low knowledge of its societal implications. These 

findings are interpreted through Perception Theory and 

Space Transition Theory, which collectively emphasize 

the role of individual cognitive frameworks and the 

behavioural disparities between physical and virtual 

spaces in shaping perceptions. The study also 

highlighted that unemployment and unverifiable 

income sources are key drivers of internet fraud. The 

paradoxical perception of fraud as both criminal and 

potentially profitable underscores the socio-economic 

tensions influencing youth attitudes toward cybercrime, 

thus necessitating educational interventions to bridge 

these knowledge gaps. 

Building on the socio-economic drivers of cybercrime, 

Balogun et al. (2023) employed Lee’s Push and Pull 

Theory to examine internet fraud in Kwara State. Push 

factors like unemployment, poverty, and dysfunctional 

family structures create conditions that compel 

individuals to engage in cybercrime, while pull factors 

such as social media influences and spiritual practices 

incentivize participation. The revelation of spiritual 

insurance as a factor adds a cultural dimension, 

illustrating how traditional and contemporary beliefs 

intersect in motivating fraudulent activities. The 

qualitative methodology, utilizing interviews with 

convicted fraudsters and correctional officers, provides 

a nuanced understanding of these dynamics, 

emphasizing the persistent structural issues driving 

internet fraud. 
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Okeke and Oli (2023) further investigated cybercrime 

among undergraduates in Anambra State through the 

lens of Strain Theory and Differential Association 

Theory. Their findings corroborate earlier studies, 

identifying poverty, peer influence, and familial socio-

economic conditions as pivotal factors. The mixed-

methods approach revealed the prevalence of 

cybercrime among male students and highlighted 

parental illiteracy and lack of supervision as enablers of 

deviant behaviours. The study underscores the 

importance of targeted institutional policies, enhanced 

parental guidance, and comprehensive cyber security 

education in addressing these issues. 

Eya and Odo’s (2019) investigation into public 

perceptions of cybercrime determinants in Enugu State 

offers additional empirical insights. Their findings 

reveal that unemployment and poverty are the most 

significant factors driving cybercrime, followed by 

greed and insufficient internet security measures. 

Interestingly, the study's rejection of hypotheses linking 

education level and age to perceptions of cybercrime 

determinants challenges assumptions about socio-

demographic influences. Recommendations for 

addressing cybercrime focused on job creation, stricter 

legislation, and enhanced public awareness campaigns, 

reinforcing the need for multi-faceted solutions. 

The intersection of gender and cybercrime is critically 

examined by Ogunleye et al. (2019), who explored the 

involvement of female undergraduates in cyber fraud. 

Their findings reveal that social networks, particularly 

relationships with male peers and relatives, 

significantly influence female participation in 

cybercrime. Economic pressures and financial gain 

emerged as primary motivators, with methods of 

operation reflecting gendered approaches, such as 

leveraging social media for romance scams. The study’s 

emphasis on pragmatic use of proceeds, such as savings 

and investments, contrasts with the conspicuous 

consumption often associated with male fraudsters, 

highlighting nuanced gender dynamics within 

cybercrime. 

From a socio-cultural perspective, Edoghogho and 

Obiakor (2024) examined the broader societal impacts 

of cybercrime in Nigeria. Their findings reveal how 

internet fraud undermines traditional values of hard 

work and integrity, normalizes theft, and exacerbates 

violence and ritualistic practices. The study highlights 

the far-reaching effects of cybercrime on education, 

family dynamics, and Nigeria’s international 

reputation. The normalization of fraudulent behaviours 

within certain communities signals a shift in cultural 

norms, necessitating urgent socio-economic and 

cultural interventions to mitigate these impacts. 

Eze-Michael (2021) extended the discourse to the 

international realm, exploring the implications of 

cybercrime on Nigeria’s global reputation. The study 

highlighted unemployment, poverty, and peer influence 

as key drivers of fraud, with profound consequences for 

Nigeria’s diplomatic and economic relations. Internet 

fraud erodes trust in Nigerian businesses, deters foreign 

investment, and stigmatizes Nigerian nationals in 

global dealings. The study emphasized the need for 

targeted interventions addressing root causes and 

comprehensive cybersecurity laws to restore Nigeria’s 

international standing. 

A comparative perspective is offered by Duah and 

Kwabena (2015), who examined cybercrime in Ghana, 

particularly its effects on e-business development. Their 

findings reveal that cybercrime, particularly “Sakawa,” 

undermines consumer trust, deters e-commerce growth, 

and damages Ghana’s international reputation. This 

underscores the regional dimension of cybercrime in 

West Africa, highlighting shared socio-economic and 

cultural drivers across nations. 

2.3 Theoretical Framework 

Rational Choice Theory 

Rational Choice Theory, derived from the Theory of 

Reasoned Action (Ajzen & Fishbein, 1977), posits that 

individuals engage in behaviour based on a rational 

evaluation of costs and benefits. In the context of 

internet fraud in Delta State, this theory explains why 

individuals may perceive fraudulent activities as viable 

solutions to socio-economic challenges. It highlights 

how perceived financial rewards, coupled with 

inadequate cybersecurity infrastructure and low 

detection rates, create an environment where the 

benefits of fraud outweigh the risks. According to 
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Fishbein and Ajzen (1975), attitudes toward behaviour 

are shaped by its perceived consequences, making this 

theory particularly relevant to understanding the 

decision-making processes of internet fraud 

perpetrators and the public’s perception of such acts. 

While the theory provides valuable insights into the 

rational evaluation underlying criminal behaviour, it is 

not without limitations. Critics argue that it 

oversimplifies human behaviour by focusing solely on 

rational decision-making (Cornish & Clarke, 1986). 

Emotional, psychological, and systemic factors such as 

poverty, corruption, and lack of education, often play 

significant roles in shaping behaviour but fall outside 

the scope of the theory (Becker, 1968). Nonetheless, 

Rational Choice Theory remains a powerful lens for 

examining the interplay between individual agency and 

structural constraints in the context of internet fraud. 

Social Learning Theory 

Social Learning Theory, introduced by Bandura (1977), 

emphasizes the role of observation and imitation in 

behaviour acquisition. It posits that individuals learn 

behaviours through the observation of rewards and 

punishments, a process known as vicarious 

reinforcement. In Delta State, the glamorization of 

internet fraudsters in some communities serves as a 

significant source of influence, especially among youth. 

The success stories of fraudsters, often shared and 

celebrated, reinforce the perception of internet fraud as 

an accessible path to wealth and social recognition. This 

creates a cyclical pattern where the behaviour is 

normalized and perpetuated within the community 

(Illeris, 2018). 

Social Learning Theory also sheds light on how public 

perceptions of internet fraud are shaped by social 

influences. If influential figures or peers endorse or fail 

to condemn fraudulent behaviour, this can lead to a 

more permissive attitude toward the crime within the 

wider community (Abdullahi et al., 2020). However, 

the theory’s emphasis on environmental influences may 

downplay the role of individual morality and agency. 

While it effectively explains the spread of behaviour 

within social networks, it may not fully address 

systemic drivers such as economic deprivation or 

inadequate law enforcement, which also contribute to 

the prevalence of internet fraud. 

Routine Activities Theory 

Routine Activities Theory (Cohen & Felson, 1979) 

provides a macro-level explanation of criminal 

behaviour, emphasizing the convergence of motivated 

offenders, suitable targets, and the absence of capable 

guardians as prerequisites for crime. In the context of 

internet fraud, this theory highlights how the digital 

routines of individuals and organizations create 

opportunities for criminal activities. The accessibility of 

pre-packaged software tools and the visibility of 

potential victims in online spaces increase the 

attractiveness of targets. Additionally, the absence of 

robust cybersecurity measures, representing a lack of 

capable guardianship further facilitates fraudulent 

activities (Felson & Boba, 2010). 

The theory’s strength lies in its focus on the situational 

dynamics of crime, offering practical insights into how 

modifying environmental factors can deter criminal 

behaviour. For instance, improving cybersecurity 

infrastructure and raising public awareness about online 

risks can reduce the likelihood of victimization. 

However, critics argue that the theory overlooks the 

deeper socio-cultural and psychological factors that 

influence criminal behaviour, such as moral beliefs and 

systemic inequalities (Ninson, 2017). Despite these 

limitations, Routine Activities Theory provides 

valuable guidance for developing targeted interventions 

to combat internet fraud in Delta State. 

National Security Model for Developing Countries 

The National Security Model for Developing Countries, 

as proposed by Alagappa (1987), extends the analysis 

of internet fraud to its broader implications for national 

security. This model emphasizes the interconnectedness 

of traditional and non-traditional security threats, 

highlighting how socio-economic instability, political 

vulnerabilities, and inadequate infrastructure can 

exacerbate security challenges. In developing countries 

like Nigeria, internet fraud represents a non-traditional 

threat with far-reaching consequences for economic 

stability and international relations (Babayo et al., 

2021). 
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The model underscores the importance of integrating 

cybersecurity into national security strategies, 

recognizing that breaches in digital infrastructure can 

have cascading effects on socio-economic development 

and political stability. Alagappa’s framework aligns 

with the realities of Delta State, where resource 

limitations and structural vulnerabilities heighten the 

impact of internet fraud. By advocating for 

comprehensive security approaches that address both 

internal and external threats, the model provides a 

holistic perspective on the interplay between 

cybercrime, cybersecurity, and national security. This 

theoretical framework is particularly valuable for 

understanding how internet fraud not only undermines 

trust in digital systems but also erodes public 

confidence in governance and societal institutions. By 

situating internet fraud within the broader context of 

national security, the model highlights the need for 

coordinated efforts to strengthen cybersecurity 

measures, address socio-economic disparities, and 

promote public awareness. 

The integration of Rational Choice Theory, Social 

Learning Theory, Routine Activities Theory, and the 

National Security Model for Developing Countries 

offers a comprehensive framework for examining 

public perceptions of internet fraud in Delta State, 

Nigeria. These theories collectively illuminate the 

motivations, social dynamics, and structural factors that 

drive internet fraud while situating the issue within its 

broader implications for national security. By 

leveraging these theoretical perspectives, the study 

provides a nuanced understanding of the complexities 

surrounding internet fraud and offers a foundation for 

developing targeted, context-specific interventions. 

3. Methodology 

3.1 Research Design 

A clear research design is vital to guide the research 

process effectively, ensuring the achievement of the 

study’s objectives with minimal waste of resources 

(Kothari, 2004). This study will adopt a qualitative 

cross-sectional design, which is suitable for exploring 

perceptions, experiences, and attitudes at a single point 

in time. This approach allows for an in-depth 

understanding of how residents and officials perceive 

internet fraud in the study area, providing rich, 

descriptive insights grounded in participants’ 

perspectives. 

3.2 Target Population, Sample Size, and Sampling 

Procedure 

The study’s target population includes two groups: 

residents of five Local Government Areas in Delta State 

(Warri South, Asaba, Ughelli North, Sapele, Isoko 

South) and government officials from EFCC, ICPC, and 

the Nigerian Police Force. The population reflects 

diverse ethnic, religious, social, and political 

backgrounds to capture a broad range of views. 

Sample size in qualitative research will be determined 

by the point of data saturation rather than fixed 

numbers, focusing on gathering detailed, meaningful 

information. Participants was selected using purposive 

and convenience sampling methods. Purposive 

sampling ensures inclusion of key individuals such as 

community and religious leaders, youths, women 

groups, and traders who can provide in-depth 

knowledge. Convenience sampling was applied for 

government officials, selecting those readily available 

while avoiding duplication to maintain data integrity. 

3.3 Data and Sources 

Data was be collected primarily through in-depth 

interviews, focus group discussions, and participant 

observations to capture complex views and lived 

experiences regarding internet fraud. These primary 

qualitative data sources was complemented by 

secondary data from reports, academic literature, and 

official publications from relevant agencies, providing 

background and contextual understanding. 

3.4 Data Collection Methods 

The study employed multiple qualitative methods: 

open-ended interviews to explore personal narratives 

and expert opinions, focus groups to understand 

community perspectives and interactions, and 

document analysis to review relevant secondary 

materials. These methods together enhance the depth, 

validity, and richness of the findings, enabling 
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comprehensive exploration of public perception toward 

internet fraud. 

4. Results and Discussion 

The findings of this study revealed that internet fraud, 

popularly known as Yahoo Yahoo, has become deeply 

entrenched in Delta State’s socio-economic and cultural 

landscape. A recurring theme is that widespread 

unemployment and poverty have created conditions 

where many young people perceive fraudulent activities 

as legitimate survival strategies. This aligns with earlier 

studies (Balogun et al., 2023; Okeke & Oli, 2023), 

which show that economic hardship and lack of viable 

opportunities push youths toward cybercrime. Another 

important finding is the normalization and cultural 

acceptance of fraud in some communities. The 

glamorization of wealth obtained through illicit means, 

reinforced by peer influence and social media, and has 

contributed to shaping public perceptions that internet 

fraud is not entirely criminal but a clever way of 

navigating systemic inequalities. This duality of 

perception—where perpetrators are both condemned as 

criminals and celebrated as successful individuals—

creates moral ambiguity and hinders effective societal 

condemnation, confirming observations made by Tade 

and Aliyu (2011). 

The study also found that weak law enforcement 

mechanisms, coupled with systemic corruption, further 

sustain the prevalence of internet fraud. Despite legal 

instruments like the Cybercrime Act of 2015 and the 

activities of the EFCC, enforcement is undermined by 

inadequate resources, technical gaps, and the 

complicity of corrupt officials. This resonates with 

existing scholarship (Adisa, 2023; Sule et al., 2021) 

which highlights institutional fragility as a key enabler 

of cybercrime. Public perception, as revealed by this 

study, is heavily mediated by individual and communal 

experiences. While some residents see internet fraud as 

a criminal act that erodes Nigeria’s values and global 

reputation, others rationalize it as a reaction to historical 

injustices and socio-economic deprivation. This 

explains why deterrence has been ineffective, since 

societal tolerance undermines both punitive and 

preventive measures. 

The study’s findings broaden the understanding of 

internet fraud beyond its economic implications to its 

social and security dimensions. Fraud not only erodes 

trust in digital systems but also destabilizes societal 

values, damages Nigeria’s reputation, and poses 

national security risks by fostering an environment 

where criminality is normalized. These insights align 

with the National Security Model for Developing 

Countries (Alagappa, 1987), which emphasizes how 

socio-economic instability and weak governance create 

vulnerabilities that non-traditional threats, such as 

cybercrime, can exploit. 

5. Conclusion and Recommendations 

The assessment of public perception of internet fraud 

among residents of Delta State, Nigeria, reveals a 

complex interplay of socio-economic, cultural, and 

structural factors that drive the prevalence of this 

phenomenon. Internet fraud, colloquially termed 

“Yahoo Yahoo,” is not merely a criminal act but a 

symptom of deeper societal fractures, including 

widespread unemployment, socio-economic inequities, 

and cultural ambivalence toward illicit wealth. The 

glamorization of internet fraud within certain 

communities, coupled with insufficient enforcement 

mechanisms and systemic corruption, perpetuates its 

normalization and complicates efforts to combat it. The 

study underscores that public perceptions of internet 

fraud are shaped by both individual experiences and 

collective socio-cultural narratives. These perceptions 

influence societal tolerance for cybercrime, hinder 

effective law enforcement, and complicate the 

formulation of policies aimed at deterrence. The 

broader implications of internet fraud extend beyond 

economic losses, eroding trust in digital systems, 

undermining societal values, and damaging Nigeria's 

international reputation. Addressing these challenges 

requires a holistic approach that integrates technical, 

legal, and socio-cultural strategies to disrupt the 

ecosystem sustaining internet fraud. 

The following recommendations were proposed by the 

paper: 

i. Enhancing Cybersecurity Frameworks: 

Strengthening cybersecurity infrastructure 
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through increased investment in technology, 

personnel training, and policy enforcement is 

imperative. This includes fostering 

collaboration between public and private 

sectors to bolster system resilience and address 

vulnerabilities. 

ii. Educational Interventions: Public awareness 

campaigns and school curricula should 

emphasize the socio-economic and moral 

consequences of internet fraud. Programs 

aimed at promoting digital literacy and ethical 

online behaviour are essential to counter 

misinformation and prevent youth involvement 

in cybercrime. 

iii. Economic Empowerment Initiatives: 

Addressing unemployment and socio-

economic disparities through targeted 

programs, such as vocational training and 

microenterprise funding, can provide 

alternative livelihoods for at-risk 

demographics, particularly disillusioned 

youths. 

iv. Community Engagement: Leveraging 

traditional and religious institutions to reframe 

societal attitudes toward internet fraud is vital. 

Community leaders and influencers should be 

mobilized to advocate against the 

glamorization of fraudulent behaviours and 

promote values of integrity and accountability. 

v. Strengthening Legal and Institutional 

Capacities: Enhancing the capacity of law 

enforcement agencies, such as the Economic 

and Financial Crimes Commission (EFCC), to 

effectively detect, investigate, and prosecute 

internet fraud cases is critical. Reducing 

corruption within these institutions is equally 

essential to restore public confidence in justice 

mechanisms. 

vi. International Collaboration: Cybercrime, as 

a transnational threat, requires collaborative 

efforts with international organizations and 

foreign governments. Cross-border 

partnerships in intelligence sharing, capacity 

building, and joint operations are essential to 

dismantle global cybercrime networks. 

References 

 Abdullahi, N., Hassan, S. S. S., Abdelmagid, M., & 

 Ali, S. N. M. (2020). Learning from the 

 Perspectives of Albert Bandura and Abdullah 

 Nashih Ulwan: Implications towards the 21st 

 Century Education. Dinamika Ilmu, 20(2), 

 199-218. 

 Abomhara, M., & Køien, G. M. (2015). Cyber security 

 and the internet of things: vulnerabilities, 

 threats, intruders and attacks. Journal of Cyber 

 Security and Mobility, 65-88. 

 Adebayo, D.O. Julius, E. & Fasasi, L. (2018). 

 Incidence of Yahoo-Plus activities among in-

 school adolescents in Delta State, Nigeria. 

 Global Journal of Guidance and Counselling 

 in Schools: Current Perspectives, 9(1), 014—

 023. 

 Adeniran, A. I. (2008). The Internet and Emergence of 

 Yahoo-boys sub-Culture in Nigeria. 

 International Journal of Cyber Criminology, 

 2(2), 368–381 

 Adeniyi, I. A. (2021). Cyber Security in Nigeria: 

 Appraising Cybercrime, the Existing Legal 

 Framework, the Challenges and the Way 

 Forward. Available at SSRN 3991151. 

 Adepetun, A. (2018). Financial losses to cybercrimes 

 on steady rise to N198b. The Guardian Nigeria 

 News - Nigeria and World News. [online] 7 

Adisa, O. T. (2023). The impact of cybercrime and 

 cybersecurity on Nigeria's national security 

 [Research thesis]. The International Master in 

 Security, Intelligence, and Strategic Studies 

 (IMSISS), Erasmus Mundus.  

 Adomi, E., & Igun, S. E. (2008). Combating crime in 

 Nigeria. The Electronic Library 26(1), 716 – 

 725. 

 Alagappa, M. (1987). The national security of 

 developing states: Lessons from Thailand. 

 Auburn House Pub. Co. 

 Alanezi, F. (2016). Perceptions of online fraud and the 

 impact on the countermeasures for the control 

 of online fraud in Saudi Arabian financial 

 institutions (Doctoral dissertation, Brunel 

 University London). 



POLAC MANAGEMENT REVIEW (PMR)/Vol. 5, No. 2 OCTOBER, 2025/, ONLINE ISSN: 2756-4428; PRINT ISSN: 2814-0842; www.pemsj.com 

 

316 
 

 Albert, M. R. (2002). E‐buyer beware: why online 

 auction fraud should be regulated. American 

 Business Law Journal, 39(4), 575-644. 

 Alubo, O. (2011). The public space in Nigeria: Politics 

 of power, gender and exclusion.  Africa 

 Development, XXXVI, 1, 75-95. 

 Amodu, L. O. (2006). Perception: A determinant for 

 effective communication. Sophia: An African 

 Journal of Philosophy, 9(1), 148-153. 

 Babayo, S., Bakri, M., Usman, S., Mohammed, K. T., 

 & Muhammad, A. Y. (2021). Cybersecurity 

 and cybercrime in Nigeria: The implications 

 on national security and digital economy. 

 Journal of Intelligence and Cyber Security, 

 4(1), 27 – 61.  

 Balogun, A. O., Lawal, A. F., & Ekundayo, J. K. 

 (2023). An analysis of push and pull factors of 

 internet fraud among selected residents of 

 Ilorin Metropolis, Kwara State. F U O Y E 

 Journal of Criminology and Security Studies, 

 2(1), 185-198. 

 Bandura, A. (1977). (1977b). Social learning theory. 

 Englewood Cliffs, NJ: Prentice Hall. 

 Becker, G. (1968). Crime and punishment: An 

 economic analysis. Journal of Political 

 Economy 78: 169–217. 

 Bernik, I. (2014). Cybercrime: The Cost of 

 Investments into Protection. Varstvoslovje: 

 Journal of Criminal Justice & Security, 16(2), 

 105–116. 

 Brenner, S.W. (2010), Cybercrime: Criminal threats 

 from cyberspace. California: Praeger. 

 Bruner, J. (1958). Social psychology and perception. 

 In E. Maccoby, T. Newcomb, & E. Hartley 

 (Eds.), Readings in social psychology (3rd ed., 

 pp.85-94). New York: Holt, Rinehart, and 

 Winston. 

 Burns, R. G., Whitworth, K. H., & Thompson, C. Y. 

 (2004). Assessing law enforcement 

 preparedness to address Internet 

 fraud. Journal of Criminal Justice, 32(5), 477-

 493. 

 Button, M., & Cross, C. (2017). Technology and 

 Fraud: The ‘Fraudogenic’consequences of the 

 Internet revolution. In The Routledge 

 handbook of technology, crime and 

 justice (pp. 78-95). Routledge. 

Canongia, C., & Mandarino, R. (2014). Cybersecurity: 

 The new challenge of the information society. 

 In Crisis Management: Concepts, 

 Methodologies, Tools and Applications: 60-

 80. Hershey, PA: IGI Global. 

 Cantor, N., Mischel, W., & Schwartz, J. (1982). Social 

 knowledge. In A. Isen & A. Hastorf (Eds.), 

 Cognitive social psychology (pp.33-72). New 

 York: Elsevier. 

 Cavelty, M. D. (2015). Cyber-security and private 

 actors. In Routledge handbook of private 

 security studies (pp. 89-99). Routledge. 

 Cohen, L. E., & Felson, M. (2010). Social change and 

 crime rate trends: A routine activity approach 

 (1979). In Classics in environmental 

 criminology (pp. 203-232). Routledge. 

 Cornish, D. B., & Clarke, R. V. (1986). Crime as a 

 rational choice. The Reasoning Criminal. New 

 York: Springer-Verlag. 

 Craigen, D., Diakun-Thibault, N., & Purse, R. (2014). 

 Defining cybersecurity. Technology 

 Innovation Management Review, 4(10), 13–

 21. DIO: 

 https://doi.org/10.22215/timreview/835 

 Deibert, R. J., & Rohozinski, R. (2010). Risking 

 security: Policies and paradoxes of cyberspace 

 security. International Political 

 Sociology, 4(1), 15-32. 

 Deibert, R.J., (2013). Black code: Inside the battle for 

 cyberspace. Signal. 

 Doppelmayr, A. (2013). It s All About Love: 

 Organization, Knowledge Sharing and 

 Innovation Among the Nigerian Yahoo 

 Boys (Master’s thesis). Centre for 

 Technology, Innovation and Culture (TIK), 

 University of Oslo, Norway. 

 Drew, J., & Moore, T. (2014, May). Automatic 

 identification of replicated criminal websites 

 using combined clustering. In 2014 IEEE 

 Security and Privacy Workshops (pp. 116-

 123). IEEE. 

Duah, F. A., & Kwabena, A. M. (2015). The impact of 

 cyber crime on the development of electronic 

https://doi.org/10.22215/timreview/835


POLAC MANAGEMENT REVIEW (PMR)/Vol. 5, No. 2 OCTOBER, 2025/, ONLINE ISSN: 2756-4428; PRINT ISSN: 2814-0842; www.pemsj.com 

 

317 
 

 business in Ghana. European Journal of 

 Business and Social Sciences, 4(1), 22-34. 

 Edoghogho, N., & Obiakor, N. (2024). Unpacking the 

 Impact of Cybercrimes and Socio-Cultural 

 Dimensional Developments in Nigeria. 

 Journal of International Economic Relations 

 and Development Economics, 4(1), 1-8. 

 Eke, C. (2024). Awareness and perception of internet 

 fraud epidemics among Nigerian youths. 

 African Journal of Social and Behavioural 

 Sciences, 14(3), 1370-1383. 

 https://www.researchgate.net/publication/382

 423788 

 Eya, O. I., & Odo, C. O. (2019). Public perceptions on 

 the determinants of youths’ involvement in 

 cybercrime in Enugu Urban, Enugu State: A 

 framework for social workers. International 

 Journal of Innovative Research in Social 

 Sciences and Strategic Management 

 Techniques, 6(1), 34-48. 

 Eze-Michael, E.N. (2021). Internet fraud and its effect 

 on Nigeria’s image in international relations. 

 Covenant Journal of Business & Social 

 Sciences (CJBSS), 12(1), 1 – 25.  

 Federal Bureau of Investigation [FBI] (2001). Press 

 release: Internet fraud investigation operation 

 cyber loss. Retrieved from:  

 http://www.fbi.gov/pressrel/pressrel01/ifcc05

 2301.htm. 

 Federal Bureau of Investigation [FBI] (2022). Internet 

 Fraud. [online] Retrieved from:  

 https://www.fbi.gov/scams-and-

 safety/common-scams-and-crimes/internet-

 fraud. 

 Felson, M., & Boba, R. L. (Eds.). (2010). Crime and 

 everyday life. Sage. 

 Fettweis, G., & Alamouti, S. (2014). 5G: Personal 

 mobile internet beyond what cellular did to 

 telephony. IEEE Communications 

 Magazine, 52(2), 140-145. 

 Fishbein, M. & Ajzen, (1975). Belief, attitude, 

 intention and behaviour: An introduction to 

 theory and research. Reading, Mass: 

 Addison-Wesley. 

 Gibson, J.L., Ivanovich, J.M., & Donelly, J.H. Jr. 

 (1985). Organizations: Structure, processes, 

 behaviour. Texas: Business Publication, Inc. 

 Grabosky, P. (2015). Organized Cybercrime and 

 National Security. Cybercrime Risks and 

 Responses, pp.67–80. DOI: 

 https://doi.org/10.1057/9781137474162_5. 

 Halder, D., & Jaishankar, K. (Eds.). (2011). Cyber 

 crime and the victimization of women: Laws, 

 rights and regulations: Laws, rights and 

 regulations. Igi Global. 

Handler, S. and Rowley, L. (2022). The 5×5 

 cybercrime and national security. [online] 

 Atlantic Council. Retrieved from: 

 https://www.atlanticcouncil.org/commentary/

 the5x5cybercrimeandnationalsecurity/ 

 Hoffman, E. A., & Haxby, J. V. (2000). Distinct 

 representations of eye gaze and identity in the 

 distributed human neural system for face 

 perception. Nature neuroscience, 3(1), 80-84. 

 Illeris, K. (2018). The development of a 

 comprehensive and coherent theory of 

 learning. In Learning, Development and 

 Education (pp. 21-32). Routledge. 

 Kshetri N. (2010), The global cybercrime industry: 

 Economic, institutional and strategic 

 perspectives. Berlin, Heidelberg: Springer 

 Science & Business Media. 

 Kshetri, N. (2010). Diffusion and effects of cyber-

 crime in developing economies. Third World 

 Quarterly, 31(7), 1057-1079. 

 Kshetri, N. (2010). Diffusion and effects of cyber-

 crime in developing economies. Third World 

 Quarterly, 31(7), 1057 – 1079. 

 Lindgren, S. D. (1977). Spatial perception in children: 

 Supramodal spatial ability and hemispheric 

 specialization for spatial processing. The 

 University of Iowa. 

 Lindsay, P.H. & Norman, D.A. (1972). Human 

 processing information: An introduction to 

 Psychology. New York: Academic Press.  

 Madukasi, F. C. (2023). Cybercrime and Ritualism: 

 The menace of Yahoo boys and the 

 demonization of traditional Igbo religion and 

 society. Global Online Journal of Academic 

 Research (GOJAR), 2(2), 25-45. 

 Maglaras, L. and Janicke, H. (2022). Cyber security 

 and critical infrastructures. Mdpi AG. 

https://www.researchgate.net/publication/382%09423788
https://www.researchgate.net/publication/382%09423788
http://www.fbi.gov/pressrel/pressrel01/ifcc05%092301.htm
http://www.fbi.gov/pressrel/pressrel01/ifcc05%092301.htm
https://www.fbi.gov/scams-and-%09safety/common-scams-and-crimes/internet-%09fraud
https://www.fbi.gov/scams-and-%09safety/common-scams-and-crimes/internet-%09fraud
https://www.fbi.gov/scams-and-%09safety/common-scams-and-crimes/internet-%09fraud
https://doi.org/10.1057/9781137474162_5
https://www.atlanticcouncil.org/commentary/the5x5cybercrimeandnationalsecurity/
https://www.atlanticcouncil.org/commentary/the5x5cybercrimeandnationalsecurity/


POLAC MANAGEMENT REVIEW (PMR)/Vol. 5, No. 2 OCTOBER, 2025/, ONLINE ISSN: 2756-4428; PRINT ISSN: 2814-0842; www.pemsj.com 

 

318 
 

 Makeri, Y.A. (2017). Cyber Security Issues in Nigeria 

 and Challenges. International Journal of 

 Advanced Research in Computer Science and 

 Software Engineering, 7(4), pp.315–321. 

 DOI: 

 https://doi.org/10.23956/ijarcsse/v6i12/01204

. 

 Montague, D. A. (2011). Essential of online payment 

 security and fraud prevention. Hoboken, New 

 Jersey: John Wiley & Sons, Inc. 

 Moore, R. (2014). Cybercrime: Investigating high-

 technology computer crime (2nd Ed.). 

 Routledge: London 

 Nhan, J., Kinkade, P., & Burns, R. (2009). Finding a 

 pot of gold at the end of an internet rainbow: 

 Further examination of fraudulent email 

 solicitation. International Journal of Cyber 

 Criminology, 3(1). 

 Ninson, C. (2017). Internet fraud and its socio-

 economic implications for peace and 

 development of Agona Swedru 

 (Ghana) [Doctoral dissertation], University of 

 Cape Coast, Ghana. 

 Odumesi, J. O. (2014). Combating the menace of 

 cybercrime. International Journal of 

 Computer Science and Mobile 

 Computing, 3(6), 980-991. 

 Ojolo, T. (2017). Youth perception on yahoo-yahoo 

 (cybercrime): A case study of Ado-Ekiti, Ekiti 

 State Nigeria [Doctoral dissertation]. 

 University of KwaZulu Natal, South Africa. 

 Okeke, O. C., & Oli, N. P. (2023). Undergraduates’ 

 perception of factors influencing cybercrimes 

 in selected universities in Anambra State, 

 South-East, Nigeria. Practicum Psychologia, 

 13, 40-59. 

 http://journals.aphriapub.com/index.php.pp 

 Okeshola, F.B. & Adeta, A.K, (2013). The nature, 

 causes and consequences of cybercrime in 

 tertiary institutions in Zaria-Kaduna State, 

 Nigeria. American International Journal of 

 Contemporary Research, 3(9), 98 – 114 

 Olayemi, O. J. (2014). A socio-technological analysis 

 of cybercrime and cyber security in Nigeria. 

 International Journal of Sociology and 

 Anthropology, 6(3), 116-125. 

 Qiong, O.U. (2017). A brief introduction to 

 perception.  Studies in Literature and 

 Language, 15(4), 18 – 28. 

 DOI:10.3968/10055  

 Reddy, G. N., & Reddy, G. J. (2014). A study of cyber 

 security challenges and its emerging trends on 

 latest technologies. arXiv preprint 

 arXiv:1402.1842. 

 Roberts, L. D. (2008). Cyber-victimisation in 

 Australia: Extent, impact on individuals and 

 responses. Tasmanian Institute of Law 

 Enforcement Studies. 

 Samovar, L. A., Porter, R. E., & Stefani, L. A. (2000). 

 Communication between cultures (3rd Ed.). 

 Beijing: Foreign language Teaching and 

 Research Press. 

 Singer, M. (1987). Intercultural communication: A 

 perceptual approach. Englewood Cliffs, NJ: 

 Prentice-Hall. 

 Smith, K. T., Smith, L. M., & Smith, J. L. (2010a). 

 Case studies of cybercrime and its impact on 

 marketing activity and shareholder value. 

 Academy of Marketing Studies Journal, 1-18. 

 Retrieved from: 

 https://ssrn.com/abstract=1724815 

 Sule, B., Yahaya, M., Sambo, U., & Mat, B. (2021). 

 Cybersecurity and cybercrime in Nigeria: The 

 implications on national security and digital 

 economy. Journal of Intelligence and Cyber 

 Security, 4(1), 27–61. 

 Tade, O. & Aliyu, I. (2011). Social organization of 

 internet fraud among university 

 undergraduates in Nigeria. International 

 Journal of Cyber Criminology, 5(2), 860 – 

 875. 

 Tade, O. (2013). A spiritual dimension to cybercrime 

 in Nigeria: The ‘yahoo plus’ 

 phenomenon. Human Affairs, 23(4), 689-705. 

 Ulo, E. (2023). Parental Support and Juvenile 

 Involvement in Internet Fraud. International 

 Journal of Environment and Pollution 

 Research, 11(2), 40-47. 

 Vladimir, G. (2005). International cooperation in 

 fighting cybercrime. Retrieved from: 

 http://www.crimeresearch.org  

https://doi.org/10.23956/ijarcsse/v6i12/01204
https://doi.org/10.23956/ijarcsse/v6i12/01204
http://journals.aphriapub.com/index.php.pp
https://ssrn.com/abstract=1724815
http://www.crimeresearch.org/


POLAC MANAGEMENT REVIEW (PMR)/Vol. 5, No. 2 OCTOBER, 2025/, ONLINE ISSN: 2756-4428; PRINT ISSN: 2814-0842; www.pemsj.com 

 

319 
 

 Wall, D.S., & Williams, M.L. (2014). Policing 

 Cybercrime: Networked and social media 

 technologies and the challenges for policing. 

 Routledge. 

 Warlito, B. (2004). Introduction to general 

 Psychology. Yogyakarta: ANDI OFFSET.  

 Whitty, M. T., & Buchanan, T. (2012). The online 

 romance scam: A serious 

 cybercrime. CyberPsychology, Behavior, and 

 Social Networking, 15(3), 181-183. 

 Worchel, S. & Shebilske, W. (1989). Psyhology: 

 Principles and applications. New Jersey: 

 Prentice Hall. 

 Yakubu, M.A. (2017). Cyber security issues in Nigeria 

 and challenges. International Journal of 

 Advanced Research in Computer Science and 

 Software Engineering, 7(4), 315 – 321. DOI: 

 https://doi.org/10.23956/ijarcsse/V6I12/0120

 4. 

 Yang, C., Raskin, R., Goodchild, M. & Gahegan, M. 

 (2010). Geospatial cyberinfrastructure: Past, 

 present  and future. Computers, Environment 

 and Urban Systems, 34(4), 264 – 277. 

 Yusuf, C.N.I.B. (2014). Cyber threats and national 

 security in Nigeria: Challenges and options. 

 NDC E-JOURNAL, 13(2), 131 – 146. 

https://doi.org/10.23956/ijarcsse/V6I12/0120%094
https://doi.org/10.23956/ijarcsse/V6I12/0120%094

