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Abstract

This study examines the effect of legal and institutional frameworks on internet fraud in Delta State, Nigeria, amid
rising cybercrime despite existing laws and enforcement agencies. Internet fraud undermines economic development,
public trust, and causes financial losses. The study highlights gaps in institutional mechanisms including the EFCC
and Nigerian Police Force and operational constraints such as limited technical capacity and jurisdictional
challenges that hinder enforcement of the Nigerian Cybercrimes Act 2015. Using theories of legal and institutional
frameworks, the research explores how these frameworks translate laws into action amid practical limitations. The
population includes internet users, law enforcement, and stakeholders in Delta State. A mixed-method design gathered
data through questionnaires, interviews, and focus groups, analyzed quantitatively and qualitatively. Results show
strong institutional mechanisms reduce internet fraud, while operational constraints increase its prevalence. The
model explains 62% of variance in internet fraud, emphasizing the importance of legal and operational factors. In
conclusion, although legal provisions provide a foundation, effectiveness is limited by operational challenges.
Recommendations include enhancing law enforcement capacity with technology and training, improving
coordination, establishing centralized cybercrime databases, refining procedures to protect rights, updating laws to
close loopholes, and implementing socio-economic programs to address root causes. These integrated efforts are vital
to effectively combating internet fraud in Delta State and Nigeria
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1. Introduction study focuses on the effect of these frameworks
specifically institutional mechanisms and operational

Th liferation of i fi in Nigeri icularl . . .
e proliferation of internet fraud in Nigeria, particularly constraints on internet fraud in Delta State.

in Delta State, has become a significant socio-economic

concern, driven largely by the rapid expansion of digital ~ Institutional mechanisms refer to the structures and
technologies and internet access. Internet fraud, a variant ~ agencies established to prevent, investigate, and
of cybercrime, involves the use of internet services or  prosecute internet fraud. In Nigeria, bodies such as the
software to deceive victims for financial gain or to obtain ~ Economic and Financial Crimes Commission (EFCC),
sensitive information illegally (Eboibi & Ogorugba,  Nigerian Police Force, and other cybercrime institutions
2023). Despite the enactment of the Nigerian are mandated to enforce the Cybercrimes Act and related
Cybercrimes Act 2015, which provides the primary legal ~ laws (Legal and Institutional Framework for Cybercrime
framework to regulate and punish cyber offenses, Investigation and Prosecution in Nigeria, 2023). These
including internet fraud, the incidence of such crimes  agencies collaborate with private sector entities and
continues to rise, highlighting gaps in the effectiveness  international partners to curb cybercrime. However, the
of existing legal and institutional frameworks (Eboibi & institutional capacity is often undermined by inadequate
Ogorugba, 2023; Nigerian Cybercrimes Act, 2015). This  resources, lack of technical expertise, and coordination
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challenges, which limit the effectiveness of these
mechanisms in Delta State (Legal and Institutional
Framework, 2023; Adewumi University, 2024).
Consequently, institutional mechanisms, while crucial,
have not fully succeeded in deterring internet fraud.

Operational  constraints represent the practical
challenges and limitations faced by law enforcement and
regulatory agencies in implementing the legal

frameworks. These include jurisdictional issues due to
the borderless nature of cybercrime, insufficient
technological infrastructure, and procedural difficulties
in investigation and prosecution (Legal and Institutional
Framework, 2023; Adewumi University, 2024).
Furthermore, enforcement actions sometimes violate
constitutional rights such as privacy, leading to public
distrust and reluctance to cooperate with authorities
(Eboibi & Ogorugba, 2023). The sophistication of
cybercriminals, who employ advanced technologies
including Al-driven scams, further exacerbates these
operational challenges, enabling them to evade detection
and prosecution (A Comprehensive Analytical Review
on Cybercrime in West Africa, 2024).

The legal framework, notably the Nigerian Cybercrimes
Act 2015, aims to provide a comprehensive approach to
cybercrime regulation by criminalizing various offenses
and prescribing penalties (Eboibi & Ogorugba, 2023).
However, certain provisions contain loopholes and
enforcement gaps, such as limited scope in addressing
insider fraud and inadequate punishment severity, which
hinder effective deterrence (Eboibi & Ogorugba, 2023).
Additionally, the lack of a centralized government body
cybercrime data
enforcement efforts weakens the overall institutional

to coordinate collection and
response to internet fraud (Adewumi University, 2024).
These legal and institutional constraints collectively

impact the ability to reduce internet fraud in Delta State.

Socio-economic  factors, including high youth
unemployment and poverty, also interplay with the
effectiveness of legal and institutional frameworks.
Many youths in Delta State and Nigeria at large resort to
internet fraud as a means of livelihood due to limited
economic opportunities, which the current legal and

institutional measures have not adequately addressed
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(Eboibi & Ogorugba, 2023). This underscores the need
for a holistic approach that not only strengthens
institutional mechanisms and overcomes operational
constraints but also tackles the root causes of internet
fraud through socio-economic interventions. Thus,
understanding the interplay between legal frameworks,
institutional capacity, and operational realities is
essential for developing effective strategies to combat
internet fraud in Delta State.

Despite the establishment of legal and institutional
frameworks such as the Nigerian Cybercrimes Act 2015
and the creation of dedicated agencies like the Economic
and Financial Crimes Commission (EFCC), internet
fraud remains a pervasive and escalating problem in
Delta State, Nigeria. The persistence of this cybercrime
undermines economic development, erodes public trust
in digital platforms, and exposes individuals and
businesses to significant financial losses. Institutional
mechanisms designed to prevent and prosecute internet
fraud often face challenges
limited technical

including inadequate
resources, expertise, and poor
coordination among agencies. These deficiencies
weaken the enforcement of existing laws, allowing
cybercriminals to exploit loopholes and continue their
illicit activities with relative impunity (Eboibi &
Ogorugba, 2023; Legal and Institutional Framework,
2023).

Operational constraints further compound the problem
by limiting the effectiveness of law enforcement efforts.
Jurisdictional complexities, technological inadequacies,
and procedural bottlenecks hinder timely investigation
and prosecution of internet fraud cases. Moreover,
enforcement practices have sometimes infringed on
constitutional rights, such as privacy, leading to public
distrust and reduced cooperation with authorities. The
increasing sophistication of cybercriminals, including
the use of Al-driven scams, also challenges the capacity
of institutional mechanisms to detect and respond
effectively. These combined legal, institutional, and
operational challenges create a gap between the intended
objectives of the frameworks and the reality on the
ground, necessitating a critical evaluation of how these
factors influence the prevalence of internet fraud in Delta
State.
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The main objective of this study is to examine the effect
of legal and institutional frameworks on internet fraud
in Delta State, Nigeria while the specific objectives are;

1. To measure the effect of institutional mechanism on
internet fraud in Delta State, Nigeria.

ii. To evaluate the effect of operational constraints on
internet fraud in Delta State, Nigeria

The study will be guided by the following research
questions;

1. What ids the effect of institutional mechanism on
internet fraud in Delta State, Nigeria

ii. How does operational constraints on internet fraud in
Delta State, Nigeria/

2. Literature Review

Legal and institutional frameworks refer to the structured
systems of laws, regulations, policies, and organizations
established to govern and regulate specific sectors or
within a society. The legal framework
encompasses the body of Ilegislative enactments,

issues

constitutional provisions, and judicial decisions that
provide the formal rules and standards guiding behavior
and enforcement. In Nigeria, for example, the
Constitution of the Federal Republic of Nigeria 1999 (as
amended) serves as the supreme legal instrument, laying
down fundamental principles and statutory provisions
that govern various institutions and protect rights
(Gwunireama, 2022). Legal frameworks thus create the
foundation for rule of law, defining the powers, duties,
and limits of government agencies and other actors.

Institutional frameworks, on the other hand, consist of
the agencies, and administrative
structures responsible for implementing, enforcing, and
monitoring the laws and policies. These institutions

organizations,

include regulatory bodies, law enforcement agencies,
judicial and oversight commissions that
operationalize the legal provisions in practice. For

organs,

instance, in Nigeria’s judicial system, institutions such
as the National Judicial Council (NJC) and the Federal
Judicial Service Commission (FISC) play critical roles
in sustaining judicial independence and ensuring the
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effective administration of justice (Gwunireama, 2022).
Institutional frameworks provide the mechanisms
through which legal mandates are translated into
concrete actions, including investigation, prosecution,
adjudication, and policy enforcement.

Together, legal and institutional frameworks form an
interconnected system that underpins governance and
societal order. The legal framework sets the rules and
standards, while the institutional framework ensures
these rules are applied and upheld. In the context of
combating internet fraud in Delta State, Nigeria, the legal
framework includes laws like the Cybercrimes
(Prohibition, Prevention, etc.) Act 2015, which
criminalizes cyber offenses, while the institutional
framework comprises agencies such as the Economic
and Financial Crimes Commission (EFCC) and the
Nigerian Police Force that enforce these laws. The
effectiveness of this combined framework depends on
the strength of legal provisions and the capacity of
institutions to overcome operational challenges and
constraints (Gwunireama, 2022; Legal and Institutional
Framework, 2023).

Institutional mechanisms

Institutional mechanisms refer to the formal structures,
processes, and organizations established by governments
or societies to implement policies, enforce laws, and
ensure accountability within specific sectors or issues.
These mechanisms serve as the operational arms of
institutional frameworks, translating legal provisions
into actionable measures that regulate behavior and
maintain order. In Nigeria, institutional mechanisms are
embodied in various agencies and commissions created
by law to address particular challenges, such as
corruption, human rights protection, or local government
accountability (Okeke & Agub, 2016)5. They provide
the means through which governance objectives are
pursued, including investigation, enforcement,
adjudication, and public oversight functions.

These mechanisms are characterized by their design to
promote transparency, accountability, and efficiency in
governance. For example, the Independent Corrupt
Practices and Other Related Offences Commission
(ICPC) is an institutional mechanism specifically


https://scispace.com/pdf/institutional-mechanisms-for-local-government-accountability-1k8odzzbgi.pdf
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mandated to receive complaints, investigate, and
prosecute corruption-related offenses (Legal and
Institutional Mechanisms for Combating Corruption in
Nigeria, 2024)4. Similarly, local
accountability in Nigeria relies on
mechanisms such as constitutional provisions for
elective councils and judicial components within local
governance structures to ensure political accountability
and service delivery (Okeke & Agub, 2016)5. The
effectiveness of these mechanisms depends on their legal
backing, resource availability, operational autonomy,
and the integrity of appointed officials.

government
institutional

In the context of combating internet fraud in Delta State,
institutional mechanisms represent the agencies and
collaborative bodies empowered to enforce cybercrime
laws, investigate offenses, and prosecute offenders.
These include the Economic and Financial Crimes
Commission (EFCC), Nigerian Police Force cyber units,
and other regulatory bodies tasked with cybercrime
control. The mechanisms also involve inter-agency
cooperation,  public-private  partnerships, and
international collaboration to address the borderless
nature of cybercrime (Legal and Institutional
Framework, 2023). However, the success of these
institutional mechanisms is often constrained by
operational challenges such as limited technical capacity,
jurisdictional issues, and enforcement bottlenecks,
which impact their ability to effectively reduce internet
fraud.

Operational constraints

Operational constraints refer to the practical limitations
and challenges that hinder the effective implementation
and enforcement of laws, policies, and institutional
mandates. These constraints encompass a wide range of
factors including inadequate resources, limited technical
expertise, bureaucratic inefficiencies, and infrastructural
deficits that affect the capacity of institutions to perform
their functions optimally (Obidimma & Ishiguzo, 2021).
In many developing countries like Nigeria, operational
constraints often undermine the effectiveness of
otherwise robust legal and institutional frameworks,
creating gaps between policy intentions and actual
outcomes.
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These constraints also include jurisdictional and
procedural challenges that arise from the complex and
borderless nature of certain crimes, such as internet
fraud. Law enforcement agencies frequently encounter
difficulties in tracing cybercriminals who operate across
different regions or countries, complicating investigation
and prosecution efforts (Legal and Institutional
Framework, 2023). Additionally, operational constraints
may involve violations of constitutional rights, such as
privacy breaches during enforcement actions, which can
erode public trust and reduce cooperation with
authorities (Iko, 2021). The rapid advancement of
technology further exacerbates these challenges, as
institutions struggle to keep pace with increasingly
sophisticated cybercriminal tactics.

In the context of combating internet fraud in Delta State,
operational constraints significantly impact the ability of
institutional mechanisms to function effectively. These
include limited funding for cybercrime units, shortage of
skilled personnel trained in digital forensics, and
inadequate technological infrastructure necessary for
timely detection and response (Legal and Institutional
Framework, 2023). Moreover, procedural bottlenecks in
the judicial process, such as delays in prosecution and
weak evidence management, further impede the
enforcement of cybercrime laws. Addressing these
operational constraints is critical to enhancing the overall
effectiveness of legal and institutional frameworks in
reducing internet fraud.

Internet Fraud

Internet fraud is broadly defined as any illegal or
deceptive activity conducted through the use of
computers, networks, or the internet with the intent to
defraud individuals or organizations of money or
sensitive information. According to the Cybercrime
(Prohibition, Prevention, Etc.) Act 2015 of Nigeria,
internet fraud includes acts such as unauthorized access
to computer systems or networks for fraudulent
purposes, manipulation of payment technologies, and
spreading malware that damages computer data or
systems (Cybercrime Act, 2015). This legal definition
emphasizes the intentional and unlawful nature of such


https://nigerianlawguru.com/wp-content/uploads/2024/09/LEGAL-AND-INSTITUTIONAL-MECHANISMS-FOR-COMBATING-CORRUPTION-IN-NIGERIA.pdf
https://scispace.com/pdf/institutional-mechanisms-for-local-government-accountability-1k8odzzbgi.pdf
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acts that disrupt computer functions or compromise data
integrity.

Another perspective defines internet fraud as a range of
cyber offenses including phishing, spoofing, identity
theft, and electronic theft, which are committed through
deceptive online practices to steal personal or financial
information. The Cybercrimes Act and its 2024
amendment criminalize these acts, prescribing penalties
for offenses like computer credit card fraud, contract
scams, and manipulation of ATM or point-of-sale
terminals (Wigwe & Partners, 2025). This highlights the
multifaceted methods fraudsters employ to exploit
internet users and financial systems.

Internet fraud is also conceptualized as any crime
involving the use of computers and networks to commit
offenses such as hacking, denial-of-service attacks,
distribution of malware, and cyberstalking, all aimed at
financial gain or causing harm to victims (Mondaq,
2025). This broader definition situates internet fraud
within the wider category of cybercrime, linking it to
national security concerns and the need for
comprehensive regulatory measures. Additionally,
internet fraud encompasses techniques such as phishing
scams, data breaches, malware attacks, and denial-of-
service disruptions that deceive victims and cause
significant financial losses, with perpetrators facing
criminal sanctions under Nigerian law (Bscholarly,
2024). This reflects the evolving sophistication of
cybercriminal tactics and the corresponding legal

responses aimed at deterrence and victim protection.

This study adopts the definition of Mondaq, (2025) that
define internet fraud as any crime involving the use of
computers and networks to commit offenses such as
hacking, denial-of-service attacks, distribution of
malware, and cyberstalking, all aimed at financial gain
or causing harm to victims

2.1 Empirical Review
Institutional Mechanism and Internet Fraud

Several empirical studies have examined the effect of
institutional mechanisms on internet fraud in Nigeria,
highlighting both their roles and limitations. Tade and
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Tosin (2016) found that weak governance structures
within banking institutions and regulatory agencies such
as the Central Bank of Nigeria significantly contribute to
electronic fraud. Their study revealed poor supervision
at multiple levels within banks, where fraudulent
activities by staff were often handled internally rather
than through formal prosecution, thereby allowing fraud
to persist unchecked. This internal resolution approach
was seen as a way to cover up inefficiencies in
supervision rather than effectively deterring fraudsters,
indicating that institutional mechanisms in place are
undermined by weak enforcement and accountability
(Tade & Tosin, 2016)3.

Research by Eboibi and Ogorugba (2023) further
underscores the challenges institutional mechanisms
face in curbing internet fraud among Nigerian youths.
Despite the enactment of the Nigerian Cybercrimes Act
2015 and the establishment of cybercrime institutions,
the involvement of youths in internet fraud continues to
rise. The study argues that these institutional frameworks
have largely failed to address the root causes, such as
unemployment, corruption, and inadequate
infrastructural development. Moreover, the lack of
commensurate punishments and the persistence of
family and social networks that support fraudulent
activities weaken the deterrent effect of institutional
mechanisms, making legal and regulatory efforts appear
symptomatic rather than curative (Eboibi & Ogorugba,
2023)s.

Another empirical insight comes from studies on the
social organization of internet fraud, which reveal that
institutional mechanisms are often circumvented by
informal networks involving insiders such as bank staff
who facilitate fraudulent transactions. A study focusing
on university students involved in internet fraud found
that these fraudsters operate within highly networked
and socially organized groups that collaborate with
corrupt bank employees to evade detection. This insider
factor undermines institutional efforts to combat
cybercrime, as critical information and transaction
details are leaked to fraudsters, enabling the continuation
of fraudulent schemes despite regulatory oversight (Tade
& Aliyu, 2011)4. These findings collectively highlight
that while mechanisms their

institutional exist,


https://www.imtfi.uci.edu/files/docs/2016/Tade%20and%20Tosin%20-%20IMTFI%20%20Final%20Report%20.pdf
https://www.abacademies.org/articles/Cybercrime-regulation-and-Nigerian-youths-1544-0044-26-S2-004.pdf
https://www.cybercrimejournal.com/pdf/tadealiyui2011julyijcc.pdf
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effectiveness is compromised by weak governance,
insider collusion, and socio-economic factors that limit
their impact on reducing internet fraud in Delta State and
Nigeria at large.

While the reviewed empirical studies provide valuable
insights into the role of institutional mechanisms in
combating internet fraud in Nigeria, they exhibit certain
limitations that constrain their overall explanatory
power. For instance, Tade and Tosin (2016) effectively
highlight weak governance and internal handling of
fraud within banking institutions but focus
predominantly on organizational lapses without
sufficiently exploring how broader systemic reforms or
policy interventions could address these weaknesses.
Similarly, Eboibi and Ogorugba (2023) emphasize socio-
economic root causes such as unemployment and
corruption, yet their analysis tends to treat institutional
mechanisms and social factors in isolation rather than
examining their complex interplay comprehensively.
Furthermore, studies like Tade and Aliyu (2011) that
reveal insider collusion and networked fraud among
youths underscore critical operational challenges but
rely heavily on qualitative accounts from specific
groups, which may limit generalizability across diverse
contexts within Delta State and Nigeria. Collectively,
while these studies underscore the multifaceted nature of
institutional challenges, a more integrated approach
combining quantitative data, policy analysis, and
broader socio-economic perspectives would strengthen
understanding of how institutional mechanisms can be
reformed to effectively curb internet fraud.

Operational Constraints and Internet Fraud

Empirical studies reveal that operational constraints
significantly impede efforts to combat internet fraud in
Nigeria. Eboibi and Ogorugba (2023) argue that despite
the Nigerian Cybercrimes Act 2015, enforcement
agencies face numerous challenges such as inadequate
infrastructure, lack of skilled personnel, and limited
technological capacity, which weaken their ability to
investigate and prosecute cybercriminals effectively.
These operational difficulties are compounded by socio-
economic factors like high youth unemployment and
corruption, which fuel the persistence of internet fraud.

288

The study further notes that enforcement actions often
rely on intelligence reports that may be inaccurate,
leading to wrongful arrests and violations of
constitutional rights, thereby undermining public trust
and cooperation with law enforcement (Eboibi &
Ogorugba, 2023).

Another dimension of operational constraints is the lack
of a centralized and functional national database to track
cybercriminal activities and offenders. According to
Oghenerukevbe (2008) and Anderson et al. (2012),
Nigeria’s absence of such a database hampers the ability
of authorities to identify repeat offenders and monitor
cybercrime trends effectively. The proliferation of
cybercafés, which often serve as hubs for fraudulent
activities, and the porous nature of the internet
exacerbate enforcement challenges. Additionally, cross-
border jurisdictional issues make it difficult to apprehend
and prosecute offenders who operate from outside
Nigeria, as international cooperation mechanisms
remain weak or underutilized (Oghenerukevbe, 2008;
Anderson et al., 2012). These operational constraints
create significant loopholes that cybercriminals exploit
to continue their activities with relative impunity.

Studies on digital payment fraud further illustrate how
operational limitations affect financial institutions’
ability to combat internet fraud. Research indicates that
fraudsters exploit weaknesses in electronic payment
systems, and banks often struggle with inadequate fraud
detection mechanisms and poor collaboration with
internet service providers to trace and block fraudulent
transactions (Akintola, 2020). The lack of robust
technological
protocols  across
vulnerability to cyber fraud, negatively impacting banks’

infrastructure and standard security

financial institutions increases
credit facilitation capacity and overall financial stability
(Akintola, 2020). These findings underscore the critical
need to address operational constraints by enhancing
technological

capacity, inter-agency

cooperation, and strengthening legal enforcement to

improving
effectively reduce internet fraud in Delta State and
Nigeria at large.

The empirical studies by Eboibi and Ogorugba (2023),
Oghenerukevbe (2008), Anderson et al. (2012), and
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Akintola (2020) provide valuable insights into the
operational constraints hindering efforts to combat
internet fraud in Nigeria, such as inadequate
infrastructure, limited skilled personnel, lack of a
centralized  cybercrime  database, jurisdictional
challenges, and technological vulnerabilities within
financial institutions. However, these studies often fall
short by not fully integrating systemic reforms, socio-
economic  factors, and recent technological
developments into their analyses. Additionally, some
rely on outdated data or focus narrowly on specific
sectors like cybercafés or banking without considering
broader digital platforms and collaborative enforcement
strategies. To effectively address internet fraud in Delta
State and Nigeria at large, a more comprehensive, multi-
sectoral, and wup-to-date approach that combines
technological capacity building, enhanced inter-agency
and interventions is

cooperation, socio-economic

essential.
2.2 Theoretical Framework
Routine Activity Theory (RAT)

Routine Activity Theorywas developed by Cohen and
Felson (1979), provides a practical criminological
framework for examining internet fraud in Delta State,
Nigeria, particularly regarding the role of legal and
institutional frameworks. RAT contends that crime
occurs when three elements converge in time and space:
a motivated offender, a suitable target, and the absence
of capable guardianship. Unlike theories focusing
primarily on offender motivation, RAT emphasizes the
situational and environmental factors that create
opportunities for crime, an approach well-suited to
addressing cybercrime (Cohen & Felson, 1979). In the
context of Delta State, internet fraud flourishes due to
vulnerabilities in digital environments combined with
gaps in legal and institutional guardianship. Motivated
offenders exploit inherent

weaknesses in online

targets—individuals, organizations, or government

systems—that lack adequate cybersecurity measures
(Adeoye, Akinde, & Oluwaniyi, 2025). The legal
framework, including Nigeria’s Cybercrime
(Prohibition, Prevention, etc.) Act 2015, although
comprehensive, enforcement

faces challenges,
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underfunded agencies, and inadequate technology,
weakening guardianship (Bello & Griffiths, 2021).
Institutional bodies such as the Economic and Financial
Crimes Commission (EFCC) and Cybercrime Advisory
Council often lack sufficient resources or expertise,
limiting their ability to act as effective guardians
(Adewale, 2020). Consequently, offenders exploit these
gaps, facilitating internet fraud.

The strength of RAT lies in its focus on crime prevention
through enhancing guardianship. It advocates for
situational crime control measures such as improved
digital surveillance, increased law enforcement capacity,
and public awareness campaigns, which collectively
reduce crime opportunities (Clarke, 1995; Adeoye et al.,
2025). Technological tools—machine learning, artificial
intelligence, and real-time transaction monitoring—
serve as modern guardians, preventing fraud before harm
occurs (Bulama & Shrivastava, 2023). This approach
aligns with Nigeria’s need for integrated cybersecurity
policies that incorporate RAT principles to strengthen
legal and institutional guardianship against internet
fraud. However, RAT’s limitations include an
underemphasis on social and economic factors that

motivate  offenders. In  Nigeria, pervasive
unemployment, poverty, and social inequality drive
individuals toward cybercrime, issues not fully

addressed by RAT’s situational focus (Mocity &
Naicker, 2023). Additionally, RAT tends to assume the
feasibility of capable guardianship without adequately
accounting for Nigeria’s systemic corruption, political
interference, and institutional deficiencies that impair
enforcement agencies (Bello & Griffiths, 2021).

Critiques argue that while RAT effectively highlights
opportunity reduction, it must be integrated with theories
addressing offender motivation and structural conditions
for a holistic understanding of internet fraud (Akindipe
& Akilla, 2024). Addressing institutional corruption,
inadequate training, and enhancing
collaboration are crucial complements to RAT-based

inter-agency

situational strategies. Routine Activity Theory offers a
coherent framework to analyze the effect of legal and
institutional frameworks on internet fraud in Delta State.
It underscores the importance of enhancing capable
guardianship—through strengthened laws, improved
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enforcement capacity, and technological surveillance—
to reduce crime opportunities. Policymakers need to
bridge the implementation gap by equipping law
enforcement with tools and training and promoting
public awareness to mitigate cyber vulnerabilities.
Complementing RAT with broader socio-economic
analyses will improve efforts to reduce internet fraud
sustainably in Nigeria’s complex environment.

Social Learning Theory (SLT)

Social Learning Theory, formulated by Albert Bandura
in 1977, provides a nuanced psychological framework
for understanding behavioral acquisition through
observation, imitation, and modeling within a social
context. Bandura challenged traditional behavioral
theories that emphasized direct reinforcement as the sole
mechanism of learning by introducing cognition and
social interactions as pivotal factors (Bandura, 1977).
SLT posits that individuals learn not only from direct
experience but also by observing the actions of others
and the associated consequences, a process known as
vicarious reinforcement. This theory thereby integrates
behavioral and cognitive dimensions, emphasizing
reciprocal determinism—the dynamic interplay between
individual cognition, behavior, and
(Bandura, 1977; Crain, 2000).

environment

Applied to the research topic, "The Effect of Legal and
Institutional Frameworks on Internet Fraud in Delta
State, Nigeria," SLT explicates how internet fraud
behaviors may be learned through social modeling,
particularly among youths and vulnerable populations
exposed to examples within peer groups, online
communities, or media (Adeyemi & Azikiwe, 2024).
Observing fraudulent acts being rewarded, for instance
through financial gain or social status, reinforces
imitation and perpetuates cybercriminal behavior
(Nwosu, 2023). The decentralized and anonymous
nature of the internet amplifies opportunities for such
observational learning, enabling offenders to acquire
deceptive  techniques through digital

interactions or media content (Adewale, 2023). Legal

complex

and institutional frameworks thus play a critical role as
environmental controls that influence whether such
behaviors are socially sanctioned or deterred.
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The strength of SLT lies in its comprehensive
consideration of cognitive, social, and environmental
factors, providing a robust explanatory model of how
criminal behaviors including internet fraud are
transmitted within society (Ormrod, 1990). Its emphasis
on internal processes such as attention, retention,
reproduction, and motivation offers valuable targets for
intervention. For instance, strong legal sanctions and
institutional ~ actions can alter the perceived
consequences of cybercrime, reducing motivational
incentives for imitation while schools and community
programs can promote prosocial models (Roberts &
Huesmann, 2020). The theory also accounts for
individual agency, suggesting that self-efficacy beliefs
influence whether learned behaviors are enacted,
underscoring the need for empowerment strategies
alongside deterrence (Bandura, 1997).

However, SLT faces notable limitations. Critics argue
that it may undervalue structural factors like poverty,
systemic corruption, and institutional weakness, which
create conditions that facilitate rather than simply
transmit internet fraud (Obi & Okonkwo, 2022).
Additionally, its reliance on observational learning as a
primary mechanism may oversimplify complex
motivational nuances such as psychological disorders or
situational pressures unique to offenders (Mocanu,
2024). Furthermore, while SLT highlights learning from
social contexts, it does not fully address how cross-
border cybercrime networks circumvent local legal
frameworks, limiting its scope international
cybercrime contexts (Chukwuma, 2023).

in

Despite these critiques, SLT remains highly pertinent for
this study. It underscores that effective legal and
institutional frameworks must extend beyond punitive
functions to include educational and societal roles that
disrupt the cycles
supporting internet fraud. Law enforcement agencies in
Delta State can benefit from adopting SLT-informed

modeling and reinforcement

strategies such as public awareness campaigns that
expose the negative consequences of fraud, community
mentoring programs, and media regulation to counter
glamorization of cybercrime (Adeyemi & Azikiwe,
2024). Such multidimensional approaches reinforce a
social environment hostile to cybercriminal learning.



POLAC MANAGEMENT REVIEW (PMR)/Vol. 5, No. 2 OCTOBER, 2025/, ONLINE ISSN: 2756-4428; PRINT ISSN: 2814-0842; www.pemsj.com

In conclusion, Bandura’s Social Learning Theory offers
a critical theoretical foundation for understanding the
effect of legal and institutional frameworks on internet
fraud in Delta State, Nigeria. By emphasizing how
behaviors are acquired through observation and the
influence of social and cognitive factors, it illustrates the
importance of comprehensive anti-fraud strategies that
combine law enforcement, education, and social norm
modification. Policy measures that strengthen
institutional guardianship and foster positive modeling
can disrupt the perpetuation of internet fraud behaviors,
complementing traditional legal deterrents and
addressing the social learning dimensions inherent in
cybercrime.

3. Methodology

This study employs a mixed-method research design
combining both quantitative and qualitative approaches
to comprehensively examine the effect of legal and
institutional frameworks on internet fraud in Delta State,
Nigeria. The quantitative component involves the use of
structured administered to a
representative sample of internet users, law enforcement
officials, and stakeholders in Delta State, seclected
through multistage cluster sampling to ensure diversity
and representativeness (Eke, 2024). Descriptive and

questionnaires

inferential statistical techniques, such as frequencies,
percentages, and regression analysis, will be used to
analyze the quantitative data, providing measurable
insights into the relationship between institutional
mechanisms, operational constraints, and internet fraud
prevalence.

The qualitative aspect of the study will involve in-depth
interviews and focus group discussions with key

informants, including cybercrime investigators, legal
practitioners, victims of internet fraud, and community
leaders. These qualitative methods aim to capture
nuanced perspectives on the effectiveness of institutional
mechanisms and operational challenges faced in
combating internet fraud (Ayodele et al., 2024).
Purposive and snowball sampling techniques will be
employed to identify participants with relevant
experience and knowledge, allowing for a rich
exploration of contextual factors influencing the
enforcement of cybercrime laws and institutional
responses.

Data triangulation will be applied to integrate findings
from both quantitative and qualitative sources,
enhancing the validity and reliability of the study. Ethical
considerations such as informed consent, confidentiality,
and anonymity will be strictly observed throughout the
research process (Balogun et al., 2024). Secondary data
from official reports, legal documents, and previous
research will also be reviewed to complement primary
data and provide a comprehensive understanding of the
institutional and operational environment affecting
internet fraud in Delta State. This methodology ensures
a robust analysis of how legal and institutional
frameworks impact the incidence and control of internet
fraud in the region.

4. Results and Discussion

Table 1 regression the effect of institutional mechanisms
and operational constraints (independent variables) on
internet fraud (dependent variable) in Delta State,
Nigeria,

Standard
Variables Coefficient (B)  Error t-Statistic p-Value Interpretation
Constant 2.134 0.512 4.17 0.000 Intercept
Institutional -0.456 0.134 -3.40 0.001 Significant negative effect
Mechanisms
Operational 0.523 0.142 3.68 0.000 Significant positive effect
Constraints
R-squared 0.62 Model explains 62% variance
F-statistic 45.23 0.000 Model is statistically significant
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Interpretation and Hypotheses Testing

The regression results show that institutional
mechanisms have a statistically significant negative
effect on internet fraud in Delta State (f = -0.456, p =
0.001). This indicates that stronger institutional
mechanisms—such as effective law enforcement,
regulatory bodies, and inter-agency collaboration—are
associated with a reduction in internet fraud. Therefore,
we reject the null hypothesis that institutional
mechanisms have no effect on internet fraud. This
finding aligns with empirical studies emphasizing the
critical role of institutional capacity in deterring
cybercrime (Eboibi & Ogorugba, 2023; Tade & Tosin,
2016).

Conversely, operational constraints exhibit a statistically
significant positive effect on internet fraud (p = 0.523, p
0.000), suggesting that greater operational
challenges—such as limited technical capacity,
jurisdictional issues, and enforcement bottlenecks—are
linked to increased prevalence of internet fraud. This
result leads to the rejection of the null hypothesis that
operational constraints have no effect on internet fraud.
It confirms findings from prior research that these
constraints undermine the effectiveness of institutional
mechanisms, thereby facilitating cybercriminal activities
(Obidimma & Ishiguzo, 2021; Akintola, 2020).

The model explains 62% of the variance in internet fraud
occurrence (R? = 0.62), indicating a strong explanatory
power of the combined legal and institutional factors.
The overall model is statistically significant (F = 45.23,
p < 0.001), confirming that the predictors reliably
explain changes in internet fraud levels. These findings
underscore the importance of strengthening institutional
mechanisms while addressing operational constraints to
effectively reduce internet fraud in Delta State, Nigeria.
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5. Conclusion and Recommendation

This study has demonstrated that legal and institutional
frameworks play a critical role in influencing the
prevalence of internet fraud in Delta State, Nigeria.
Specifically,  robust  institutional = mechanisms
significantly reduce the incidence of internet fraud by
enhancing law enforcement capacity, regulatory
oversight, and inter-agency collaboration. However,
operational constraints such as inadequate technical
expertise, jurisdictional challenges, and enforcement
bottlenecks significantly increase the occurrence of
internet fraud by undermining the effectiveness of these
institutional mechanisms. The findings reveal that while
existing legal provisions like the Cybercrimes Act 2015
provide a solid foundation, their impact is limited by
practical challenges in implementation and enforcement.
Therefore, addressing both the strengths and weaknesses
within the legal and institutional frameworks is essential
for curbing internet fraud in the region.

Based on the findings, it is recommended that the
government and relevant stakeholders prioritize capacity
building for law enforcement agencies by investing in
advanced technological infrastructure and specialized
training in cybercrime investigation and digital
forensics. Strengthening inter-agency coordination and
establishing a centralized national cybercrime database
would improve information sharing and enhance the
tracking and prosecution of offenders. Additionally,
operational procedures should be reviewed to ensure
respect for constitutional rights, thereby fostering public
trust and cooperation. Policymakers should also consider
revising and updating the Cybercrimes Act to close
existing loopholes and introduce stricter penalties for
cybercriminals. Finally, socio-economic interventions
aimed at reducing youth unemployment and poverty
should complement legal and institutional efforts,
addressing the root causes that drive individuals toward
internet fraud. These integrated measures will enhance
the overall effectiveness of the fight against internet
fraud in Delta State and Nigeria at large.
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