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Abstract

The cashless policy in Nigeria, driven by the Central Bank of Nigeria (CBN), aims to reduce the reliance on
physical cash and promote digital transactions. This shift has brought about new challenges in terms of financial
fraud and the need for effective fraud detection mechanisms. Leveraging Artificial Intelligence (Al) in fraud
detection offers a promising solution by enhancing the ability to detect, analyze, and prevent fraudulent activities in
real time. Forensic accounting, with its deep analytical expertise, plays a critical role in unraveling complex
financial fraud. This article explores the integration of Al with forensic accounting in Nigeria's post-cashless
economy, emphasizing the potential benefits and challenges. The synergy between Al and forensic accounting can
enhance the financial integrity of Nigeria's growing digital economy. However, the adoption of these technologies
faces barriers such as insufficient regulatory frameworks and a lack of specialized training for financial
professionals. The article concludes with policy recommendations for the CBN and financial institutions to improve
fraud prevention and to foster an environment conducive to the seamless integration of Al and forensic accounting
in fraud detection.
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1. Introduction public acceptance continue to shape this ongoing
transformation (BusinessDay NG, 2023; CBN,

Nigeria's transition towards a cashless economy d)
n.d.).

marks a significant evolution in its financial sector.

The Central Bank of Nigeria (CBN) has The journey toward a cashless economy in Nigeria
spearheaded policies aimed at reducing reliance on  began earnestly with the CBN’s Cashless Policy
cash, promoting financial inclusion, and increasing  introduced in 2012. This policy aimed to
transparency. These efforts have seen notable modernize financial services, enhance economic
advancements, such as widespread adoption of efficiency, and reduce the risks associated with
electronic payment platforms, mobile money cash handling. Key milestones include the
services, and other digital transaction tools. As of  introduction of fees for high-volume cash
2022, electronic transaction volumes under the  withdrawals to encourage electronic payments and
Nigeria Interbank Settlement System (NIBSS) significant investments in expanding Point of Sale
Instant Payments grew by 42%, indicating a shift  (PoS) terminals, which grew from 155,000 in 2017
in consumer and business preferences for digital to over 1.1 million by 2022. The adoption of
transactions. However, challenges such as mobile payment systems, such as USSD services
infrastructure deficits, cybersecurity risks, and and e-wallets, has also surged, positioning Nigeria
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as one of the leaders in Africa’s digital financial
transformation (CBN, n.d.; BusinessDay NG,
2023).

This article aims to explore Nigeria’s cashless
economy and its implications on the country’s
financial ecosystem. It delves into the historical
evolution of cashless policies, evaluates their
successes and challenges, and examines their
broader socio-economic impact. The discussion is
structured to provide insights into how these
policies have redefined the dynamics of financial
transactions, with a focus on digital inclusivity,
economic growth, and regulatory frameworks.

2. The Role of Artificial Intelligence in Fraud
Detection

Introduction to Al in Fraud Detection

Artificial Intelligence (AI) is
becoming an indispensable tool in the fight against

fraud, especially in the financial sector. Fraud

increasingly

detection, traditionally reliant on human auditors
and rule-based systems, has evolved through the
integration of Al technologies that allow for real-
time detection, predictive analysis, and continuous
monitoring. By leveraging machine learning (ML),
natural language processing (NLP), and other
advanced Al techniques, financial institutions are
now able to identify patterns of fraudulent
activities, assess risk levels, and prevent financial
crimes before they occur.

Fraudulent activities, ranging from credit card
fraud and identity theft to more complex money
laundering schemes, have been a long-standing
concern for financial institutions worldwide. Al is
transforming this landscape by providing more
accurate and faster methods to detect suspicious
behavior. According to a 2022 report from PwC,
over 50% of financial services firms have adopted
Al-powered fraud detection systems,

&9

acknowledging the efficiency and effectiveness of
these technologies (PwC, 2022). These systems are
now capable of analyzing vast amounts of
transactional data and identifying anomalies that
would otherwise go unnoticed.

The integration of Al into fraud detection helps
mitigate the limitations of traditional methods,
which often rely on manual inspection of historical
data and predefined patterns. Unlike these older
methods, Al-based solutions adapt and learn from
data, improving their ability to detect novel forms
of fraud over time. This shift not only increases
detection accuracy but also reduces the number of
false positives, which has long been a major issue
in fraud detection (Sahu & Dash, 2023).

Types of Al Tools Used for Fraud Detection

Several AI tools and techniques have been
developed to enhance fraud detection capabilities.
These tools primarily use machine learning
algorithms, which allow systems to analyze data,
recognize patterns, and make decisions with
minimal human intervention.

Machine Learning Algorithms: ML algorithms
are at the core of most Al fraud detection systems.
They use historical data to train models to
recognize fraudulent patterns. Common algorithms
include supervised learning, unsupervised learning,
and reinforcement learning. Supervised learning
relies on labeled data to predict fraudulent
activities, while unsupervised learning can identify
novel fraud patterns in unlabeled data (Buczak &
Guven, 2021). These models continuously learn
and adapt to emerging fraud tactics, making them
effective in environments where fraud tactics
evolve rapidly.

Anomaly Detection Systems: These systems
monitor transactions in real time and flag any
activity that deviates from established patterns.
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Anomalies can be detected in a wide range of
variables, including transaction size, frequency,
location, and the type of goods or services being
purchased. Al-powered anomaly detection
particularly useful in preventing new types of fraud
that were not previously accounted for by
traditional fraud detection systems (Kshetri, 2021).

is

Natural Language Processing (NLP): NLP is
used to analyze unstructured data,
customer communication, transaction logs, and
social media activity, to detect signs of fraud. It can

such as

identify suspicious phrases, terms, and patterns that
may indicate fraudulent intentions, such as in
phishing or identity theft attempts (Hassani &
Silva, 2020). By scanning vast amounts of
unstructured data, NLP tools can uncover hidden
risks that might go undetected by other means.

Deep Learning: Deep learning, a subset of
machine learning, involves the use of neural
networks with multiple layers to analyze large and
datasets. These algorithms can
automatically identify intricate patterns of fraud by

complex

mimicking the way the human brain processes
information. Deep learning models are particularly
useful for detecting complex fraud patterns in large
datasets, making them effective in sectors like
banking, insurance, and e-commerce (Sahu &
Dash, 2023).

Global Trends in AI-Driven Financial Integrity

Globally, the adoption of Al for fraud detection is
gaining momentum, with financial institutions,
governments, and technology companies investing
heavily in Al technologies to bolster financial
integrity. This trend is not limited to developed
economies; even emerging markets like Nigeria are
increasingly adopting Al to enhance the security of
financial transactions and curb fraud.

90

Financial Institutions:
institutions worldwide

I. Adoption in

Financial are
leveraging Al-driven solutions to safeguard
instance, the
European Union has been at the forefront of
integrating Al regulation,
particularly through initiatives such as the
European Commission's Al Strategy, which
aims to improve fraud detection and risk
assessment in financial transactions (European

Commission, 2021). Similarly, in the United

financial transactions. For

into financial

States, the Federal Reserve has been exploring
how AI can enhance fraud prevention and
streamline compliance monitoring processes
(Jagtiani & Lemieux, 2020).

Al in Money Laundering Detection: Al is

also playing a critical role in the fight against

money laundering. In the past, detecting
money laundering activities relied heavily on
human investigation and simple rule-based
systems. Today, Al systems can analyze
millions of transactions in real time to flag
suspicious patterns that might indicate money
laundering, such as complex layering
techniques or unusual transaction volumes.
The use of AI in anti-money laundering
(AML) has been transformative, with several
major banks deploying Al to monitor cross-
border transactions and ensure compliance
with international financial regulations (Sahu
& Dash, 2023).

iii. Regulatory and Ethical Considerations:
While Al provides significant benefits in fraud
detection, its use raises important regulatory
and ethical concerns. Data privacy issues,
particularly in the use of personal data for Al
training, have prompted discussions on creating
more robust data protection laws. The
European Union's General Data Protection
Regulation (GDPR) is example of
legislation  that addresses the ethical

an
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implications of AI in financial services,
ensuring that data is used responsibly (Zetzsche

et al., 2020).

The future of Al in fraud detection lies in its
continued evolution. As machine learning models
become more sophisticated, they will be able to
identify an even broader range of fraud scenarios
and adapt to rapidly changing fraudulent tactics.
Additionally, the integration of AI with blockchain
technology offers promising potential for even
greater transparency and security in financial
transactions (Buczak & Guven, 2021).

3. Forensic Accounting in the Context of a
Cashless Nigeria

Overview of Forensic Accounting

Forensic accounting is a specialized field of
accounting that focuses on investigating and

analyzing financial data to detect fraud,
misconduct, and financial —mismanagement.
Forensic accountants use a combination of

accounting skills, investigative techniques, and
knowledge of legal processes to
discrepancies and anomalies in financial records.
The role of forensic accountants extends beyond

uncover

traditional auditing by using investigative methods
to detect financial crimes such as embezzlement,
money laundering, and corruption (Rezaee, 2019).

In the context of a cashless economy, forensic
accountants play a crucial role
financial integrity. With the rapid shift towards

in ensuring

electronic payments and digital transactions,
traditional methods of fraud detection have become
less effective, necessitating the adoption of more
sophisticated techniques. In Nigeria, the move
towards a cashless economy, driven by government
policies and the increasing adoption of digital
payment systems, has heightened the demand for
forensic accountants. They are tasked with

91

identifying fraudulent activities that exploit
vulnerabilities in the digital financial ecosystem
(Uche & Otusanya, 2018). The integration of
advanced technologies, artificial
intelligence (Al), further enhances the ability of
forensic accountants to detect and prevent financial
fraud.

such as

Integration of Forensic Accounting and Al

The integration of Al in forensic accounting is
revolutionizing how financial crimes are detected
and investigated. Al tools, such as machine
learning algorithms and data analytics software,
are capable of processing vast of
transaction data quickly, identifying patterns, and
flagging anomalies that might indicate fraudulent
behavior. Al can analyze trends in financial
transactions, identify suspicious activities, and

amounts

generate alerts for forensic accountants, enabling
them to investigate potential fraud more efficiently
(Sahu & Dash, 2023).

In the context of a cashless Nigeria, Al enhances
forensic accounting by automating routine tasks,
such as transaction monitoring, and enabling more
in-depth analysis of digital financial records.
Forensic accountants can use Al-powered tools to
detect irregularities in online banking, mobile
payments, and e-commerce platforms, which are
common in a cashless environment (Okoye & Eke,
2020). Machine learning models are particularly
effective at identifying complex fraud schemes that
different
platforms. By continuously learning from new
data, Al systems can adapt to emerging fraud
patterns, making them a valuable asset in a
constantly evolving digital landscape.

involve multiple transactions across

Moreover, Al can improve the efficiency of
forensic accounting by reducing the time spent on
manual data Traditional forensic
investigations can be slow and labor-intensive,

analysis.
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often to
volumes of financial records. Al-driven systems,

requiring accountants review large
however, can process and analyze data in real-time,
allowing forensic accountants to focus on high-
priority tasks and investigations (Agus, 2022). As
Al becomes integrated
accounting practices, it holds the potential to
drastically reduce the time and cost associated with
fraud detection and investigation.

more into forensic

Challenges and Opportunities for Forensic
Accountants in Nigeria

The shift towards a cashless Nigeria presents both
challenges and opportunities for forensic
accountants. One of the primary challenges is the
increasing complexity of digital fraud.
cashless environment, financial transactions are
conducted electronically, making it more difficult
for forensic accountants to trace illicit activities.
Fraudulent activities such as money laundering and
cyber fraud have become more sophisticated,
requiring forensic accountants to stay ahead of
emerging threats (Osifo-Dawodu & Agbaje, 2021).
The integration of Al, however, offers a solution to
this challenge by enabling forensic accountants to
detect complex fraud patterns that would be
difficult to identify manually.

In a

Another challenge is the limited availability of
trained professionals in forensic accounting and
Al. While forensic accounting is a growing field in
Nigeria, the demand for qualified professionals
who can leverage Al in fraud detection exceeds the
supply. This skill gap presents a significant barrier
to the widespread adoption of Al-driven forensic
accounting practices. To address this, there is a
need for increased investment in education and
training programs that equip accountants with the
necessary skills to integrate Al tools into their
practices (Uche & Otusanya, 2018).

92

Despite these challenges, there are significant
opportunities for forensic accountants in a cashless
Nigeria. The increasing adoption of digital
payment systems presents new opportunities for
forensic accountants to specialize in cyber fraud
detection and investigation. As the use of mobile
payments and digital banking expands, there is a
growing demand for forensic accountants with
expertise in digital financial transactions (Agus,
2022). Additionally, the Nigerian government’s
push for a cashless society has led to the
establishment of regulatory frameworks that
promote transparency and accountability in digital
transactions. This regulatory environment presents
opportunities for forensic accountants to assist
organizations in ensuring compliance with anti-
money laundering (AML) and anti-terrorism
financing (ATF) regulations (Okoye & Eke, 2020).

Furthermore, the integration of Al into forensic
accounting presents opportunities for Nigerian
accountants to enhance their investigative
capabilities. By adopting Al tools, forensic
accountants can improve the accuracy and speed of
fraud detection, making them more effective in
preventing financial crimes. As Al technology
continues to evolve, forensic accountants
Nigeria can leverage new developments to stay
ahead of emerging threats and contribute to the
stability and integrity of the financial system (Sahu
& Dash, 2023).

in

4. Leveraging Al and Forensic Accounting for
Financial Integrity

Implications of the CBN Cashless Policy for
Fraud Prevention

The Central Bank of Nigeria (CBN) cashless
policy aims to reduce the reliance on physical cash
and promote digital financial transactions. This
policy is designed to enhance transparency, reduce

corruption, and promote financial inclusion.
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However, it also brings with it several implications
for fraud prevention, especially as digital
transactions increase.

One significant impact of the CBN cashless policy
is the increased need for robust mechanisms to
detect and prevent fraud in the financial system.
With more transactions moving to electronic
platforms, the opportunity for cybercriminals to
exploit vulnerabilities also increases (Okoye &
Eke, 2020). As traditional methods of fraud
detection become less effective, the integration of
artificial intelligence (Al) and forensic accounting
tools becomes crucial. Al can help financial
institutions analyze vast amounts of transaction
data, identify suspicious patterns, and generate
alerts for potential fraudulent activities in real-time
(Sahu & Dash, 2023).

Forensic accountants, leveraging Al tools, can
significantly improve their ability to trace fraud in
a cashless environment. These professionals can
focus on identifying and investigating anomalies in
the electronic transaction flow that may indicate
fraudulent behavior. The combination of Al and
forensic accounting provides an opportunity to
proactively address fraud before it escalates,
making the cashless policy more effective in
achieving its goals of financial integrity (Agus,
2022).

Case Studies: Al
Detection in Nigeria

Applications in Fraud

Al applications in fraud detection have gained
momentum globally, and Nigeria is no exception.
One notable case study is the adoption of Al-driven
fraud detection systems by Nigerian banks.
Institutions such as Zenith Bank and Guaranty
Trust Bank have implemented Al tools to monitor
and prevent fraud in digital transactions. For
instance, Zenith Bank uses Al and machine
learning algorithms to detect unusual patterns in
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transactions,  flagging  potentially
fraudulent activities for further investigation (Uche
& Otusanya, 2018).

customer

In addition, the Nigerian government has been
exploring the use of Al in combating money
laundering and other financial crimes. The
Nigerian Financial Intelligence Unit (NFIU) has
adopted Al-powered systems to analyze cross-
border transactions and detect irregularities that
might suggest illegal financial activities (Okoye &
Eke, 2020). These tools can analyze large volumes
of transaction data, track suspicious patterns, and
even predict potential fraud scenarios based on
historical data.

Furthermore, a significant step in the fight against
cybercrime in Nigeria was the
development of Al-driven solutions by startups and
fintech companies. Companies like Interswitch and
Paystack have developed Al-based fraud
prevention that monitor  online
transactions for irregularities in real-time. These
solutions are capable of detecting multiple types of

and fraud

systems

fraud, including account takeover, identity theft,
and phishing attacks (Agus, 2022).

Policy Gaps and Recommendations for Better
Integration

While Al and forensic accounting have proven
effective in improving fraud detection, there are
still several policy gaps that need to be addressed
to enhance their integration into Nigeria's financial
system. One major gap 1s the lack of a
comprehensive regulatory framework for the use of
Al in financial transactions. While the CBN has
provided guidelines for digital payments, there is a
need for more specific regulations on the use of Al
tools for fraud detection and financial integrity
(Sahu & Dash, 2023). The absence of such
regulations may lead to the misapplication of Al
tools or insufficient oversight, potentially
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compromising the effectiveness of fraud

prevention efforts.

Another gap lies in the training and capacity
building of professionals in forensic accounting
and Al There is a growing need for accountants,
auditors, and financial professionals to be trained
in Al technologies, as well as in the ethical and
legal considerations surrounding the use of Al in
financial transactions (Osifo-Dawodu & Agbaje,
2021). Currently, many forensic accountants in
Nigeria lack the necessary technical skills to fully
leverage Al tools, which may hinder the effective
detection and prevention of fraud.

To address these gaps, the Nigerian government
and financial institutions should prioritize the
establishment of a legal and regulatory framework
that supports the responsible and effective use of
Al in financial services. This framework should
focus on data privacy, security, and the ethical
implications of wusing AI in fraud detection.
Additionally, there should be an emphasis on
continuous education and training programs for
professionals the financial and forensic
accounting sectors, enabling them to effectively
use Al tools for fraud prevention.

n

Lastly, there should be greater collaboration
between the government, financial institutions, and
fintech companies to ensure that Al tools are
integrated seamlessly into Nigeria's
infrastructure. By fostering partnerships
sharing  knowledge and resources, these
stakeholders can create a more secure and
transparent financial system that is resilient to
fraud and other financial crimes (Uche &
Otusanya, 2018).

financial
and

5. Conclusions and Recommendations

Key Insights and Findings
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The integration of Al technologies and forensic
accounting practices in Nigeria's transition to a
cashless economy offers significant potential for
improving financial integrity and fraud prevention.
The CBN's cashless policy is designed to enhance
digital financial inclusion and reduce cash-based
corruption, but it also increases vulnerability to
fraud, as financial transactions shift to electronic
platforms. Al tools, such as machine learning
algorithms and data analytics, provide powerful
mechanisms for detecting and preventing
by identifying
patterns in transaction data.

fraudulent activities irregular

Forensic accounting plays a vital role in this
context, as it offers specialized expertise in
investigating and analyzing financial transactions
for signs of fraud. The synergy between Al and
forensic accounting can enhance fraud detection
capabilities, enabling financial
respond quickly and effectively to suspicious
activities. However, there are challenges, including
regulatory gaps and the need for better integration
of Al tools into existing financial systems.

institutions to

The adoption of Al-driven systems for fraud
detection is already gaining traction in Nigeria,
with financial institutions increasingly relying on
Al  technologies to monitor transactions.
Nonetheless, there are gaps in the regulatory
framework, as well as a need for comprehensive
training and capacity-building programs to ensure
that forensic accountants and other financial
professionals can effectively leverage these tools.

Policy Recommendations for the CBN and
Financial Institutions

To enhance the effectiveness of fraud prevention
efforts in Nigeria's cashless economy, several
policy recommendations are essential:
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Establish a Regulatory Framework for
Al in Financial Services: The CBN should
develop clear regulations that guide the use
of Al tools in the financial sector. These

regulations should cover data privacy,
security standards, and the ethical
implications of using Al in financial

transactions. A well-structured regulatory
framework will promote transparency and

accountability while ensuring that Al
systems are used responsibly.

Enhance Collaboration between
Stakeholders: Financial institutions,

fintech companies, and the government
should collaborate more closely to integrate
Al tools into the broader financial
ecosystem. By sharing knowledge and
resources, these stakeholders can develop
more robust fraud detection systems and
ensure that Al applications are aligned with
national financial goals.

Invest in Capacity Building
Training: Financial institutions
forensic accounting professionals should
receive ongoing training on the application
of Al in fraud detection. The government
and financial institutions should invest in
educational  programs  that
technical skills in Al and forensic
accounting, empowering professionals to
tackle the evolving challenges in the digital

and
and

enhance

economy.
. Strengthen Cybersecurity Measures:
With the rise of digital financial

transactions, there is an increasing risk of
The CBN and financial
institutions must prioritize investment in
cybersecurity technologies and protocols to
safeguard the integrity of digital financial
systems and ensure the safety of sensitive
financial data.

cybercrime.

Future Directions for Research and Practice

Future research should explore the evolving role of
in fraud detection within the context of

Al

Nigeria’s cashless economy. Areas for further study
include:

95

. Cross-National

Longitudinal Studies on the Impact of Al
in Fraud Prevention: Researchers should
conduct long-term studies to assess the
of Al in detecting and
preventing fraud over time. This will
provide valuable insights into the success
of Al systems in reducing financial crimes
and improving financial integrity.

Exploring the Ethical and Legal
Implications of Al in Financial Services:
As Al tools become more widespread, there
is a need for research on the ethical and

effectiveness

legal implications of their use in financial
transactions. Understanding these aspects
will help ensure that Al-driven systems are
used in ways that protect consumers and
promote fairness.

Integration of AI with Other Forensic
Tools: Future studies should investigate
how Al can be integrated with traditional
forensic accounting techniques, such as
document analysis and interview-based
investigations. The combination of Al and
traditional methods may lead to more
comprehensive fraud detection systems.
Comparisons:
Comparative studies across countries that
have implemented Al in fraud detection can
provide valuable lessons for Nigeria.
Understanding how Al is used in different
financial systems will help Nigeria adopt
best practices and tailor its Al solutions to
local needs.
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In conclusion, the integration of Al and forensic
accounting offers a promising pathway to
enhancing financial integrity in Nigeria’s cashless

economy. By addressing policy gaps, investing in
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